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CONFERENCE HIGHLIGHTS

The Environmental Measurement Symposium, a combined meeting of the National
Environmental Monitoring Conference (NEMC) and The NELAC Institute (TNI) was held
August 10 — 16, 2008 in Washington DC, just blocks from the nation’s capitol. The
conference was co-sponsored by the US Environmental Protection Agency, the Independent
Laboratories Institute, and The NELAC Institute.

A total of 469 people attended the 2008 Forum, which was a 9% increase in attendance over
2007. The meeting included:

19 technical breakout sessions with 100 presentations;

a 2-day poster program with 23 posters;

4 keynote presentations;

3 EPA general sessions with 13 presentations;

13 TNI committee meetings;

an assessment forum;

a laboratory mentoring session;

an accreditation body forum;

a meeting of the Environmental Laboratory Advisory Board;
5 training workshops; and

a 3-day exhibit program with 43 exhibitors and sponsors.

Highlights of the week included the following keynote speakers:

Dr. Jorg Feldman from the University of Aberdeen who spoke on
elemental speciation in environmental monitoring;

Dr. Heidelore Fielder from the UN Environmental Program who spoke on
global monitoring of persistent organic pollutants;

Dr. J. Clarence Davies from Resources for the Future who spoke on EPA
and nanotechnology; and

TNI's own Bob Wyeth who spoke on moving forward on national
accreditation.
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The Impact of Global Chemical Regulation on US
Manufacturers

Mike Taubitz

General Motors

54 Chateaux Du Lac
Fenton, MI 48430
248-753-5771

Michael taubitz@gm com

ABSTRACT

This presentation will provide an update on the continuing impact of EU and other global
regulation that 1s impacting manufacturing supply chains and design of products. Following on
ELV (End of Life Vehicle Begulation), WEEE (Waste Electrical and Electronic Equipment), and
RoHS (Restriction of Hazardous Substances), the new EU REACH directive (Regstration,
Evaluation and Authorization of Chemical materials) is having major mpact on US and global
manufacturing companies. These waste regulations do not exclude articles and are forcing
manufacturing supply chain to deal with information transfer never before required.
Additionally, these regulations force de-selection of materials in the design process with little
lead time. In addition to the above, the E1I's EuP (Energy nsing Products) and the UN's GHS
{Globally Harmonized System for Classification and Labeling of Materials) will have more
mmpact on manufacturers and chermical suppliers. It would appear that regulation and directives
dealing with waste and energy are far from over and it 15 mcumbent that the US break out of ifs
“silos” to more effectively deal with global regulation and emerging chemical issues. Processes
that more effectrvely link scientists with policy, standards, design engmeers and HSE (Health,
Safety and Environmental) experts are needed for a proactive US strategy.

NEMC 2008
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The Impact of Global Chemical
Regulation on US Manufacturers

NEMC 2008

Mike Taubitz, GM

Representing AIAG and ANSI Company Member Forum

Background / Key Points

[ Several year journey beginning in 2004 with automotive
awareness that manufacturers must be more proactive

O We're neither fighting nor complaining about recent
regulation

The goal is compliance without unnecessary cost and
moving to the next step....

U world leadership in green chemistry and design of
manufactured goods

—This goal requires science and
processes that do not now exist




NEMC 2008

ANSI — NAM Collaborative Network
Created October, 2007

Organizations represented

Titles / Positions represented

U Corporations (autometive, computer U EHS Professionals
hardware and software, chemical, O Scientist
electrical components, manufacturers clentists
and more) 4 Policy
[ Government agencies 0 Standards
& oaderi Q Journalists
J Industry associations :
d Prolfessional organizations Nea rly 300 stakehol ders fi ;
1 Policy / advocacy firms e privété and public sectors
[l Standards developers '
1 Third party certification bodies
Purpose

To address the impact of domestic
and foreign chemical controls and
government regulatory programs
such as REACH, RoHS, WEEE
and GHS on U.S. industry and
global manufacturers.

To explore how the standards and
conformity assessment community
can help to balance the social and
economic impact of these
regulations.

R l&lﬁ%ﬁll!&ﬂi
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Problem Statement

U.S. manufacturing and supply chain is reacting to numerous emerging foreign
chemical regulations adversely impacting innovation and competitiveness....

ELV: End of Life Vehicle
— WEEE: Waste Electrical and Electronic Equipment
— RoHS: Restriction of Hazardous Substances
REACH: Registration, Evaluation and Authorization of Chemicals
— GHS: Globally Harmonized System of Classification and Labeling
EuP: Energy using Products
— SAICM: Strategic Approach Integrated Chemicals Management
WHN: What the Heck is Next 777

The cost of dealing with multiple chemical regulation
and control requirements in different markets
goes far beyond the chemical industry itself.

— Dr. Nina McClelland
16% Program Chair

_ Chemicals: 16% ofthe value of materials in the automotive sector |

30%

] 30% of the value of medical supplies |

33%

] 33% of the value of semiconductor materials |
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Issues for US Industry

|

U.S. manufacturers are reacting to regulation rather than being
proactive. The US must create processes that
Cut through the “silos” of industry sectors for a US approach
— Develop “common” methods and systems for the manufacturing
supply chain
Varying definitions of key terms (e.g., “toxic”) are causing confusion
across sectors
U.S. manufacturers and their supply chain partners need systems to
gather and verify data that has not been required in the past.
— Development of such systems is beyond the capability of the private
sector
Standards and testing methods either do not exist or are not being
used to support regulatory compliance

Issues for US Industry (continued)

a

Different countries / regions are defining different environmental regulations
and expectations around common issues. US manufacturers need the systems
described earlier to

— Maintain product quality and ability to ship product

= Determine suitable alternatives when regulation forces “de selection” of
materials
Avoid unnecessary costs for compliance with regulation
Industry sectors are wrestling with how to verify compliance for REACH / other
regulations
Better interaction and collaboration is needed between industry, government,
standards developers, professional / scientific and other concemed organizations
Communication between industry, regulators and consumers
Early identification of issues and engagement of both policy
and scientific community is needed
— We need to do a better job of linking stakeholder scientists in the very early
stages of deliberation on emerging chemical issues preceding regulation
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ANSI — NAM Network has charged
itself with..........

O Addressing current REACH and chemical-related
regulations and controls,

O Identifying existing and new chemical issues which
could potentially have negative impacts uniformly
across industries, and

U Developing strategic and tactical solutions to
proactively address and/or prevent those issues from
becoming matters that could force regulations.

(dWe’re not fighting regulation (the

“what”).... only trying to find out the
“how!!

Results since October 2007

U Positioned the Network on Chemical Regulation as a
proactive mechanism to better manage and prepare
US industry for emerging chemical issues with the
formation of the Network Work

U Launched a dedicated website and document library
for the Network on Chemical Regulation.

—Library houses materials pertaining to chemical
regulations, (including, but not limited to REACH
Implementation).

U Created a Chemicals Events Calendar that is
populated by all Network participants.

—Available for general viewing on ANSI’s public
document library.
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Much is being done, but......

U Apart from ANSI donating staff and resources, the
US strategic approach does not have the
necessary structure and resources to be truly
proactive

U US stakeholders concur that an institutionalized
process is necessary for stakeholder groups to
come together and develop US strategic action
with commensurate tactical initiatives

Private Sector Stakeholders

Aerospace
Agriculture
Automotive 5
Business and computer services S ]_]_OS
Chemicals

Communications manufacturing

Construction and engineering

Consumer goods

Energy and utilities

Industrial manufacturing

Metals and mining

Pharmaceutical

Other

I o Y ) R ) I
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Government Stakeholders M.ore Silos

O Department of Commerce
— ITA (International Trade Administration)
— NIST (National Institute of Standards and Technology)

O Department of Defense

O Department of Energy

[ Department of Homeland Security

O Department of Interior

O Office of the United States Trade Representative

[ United States Environmental Protection Agency

O Office of Science and Technology Policy

0 States

Industry Associations, SDO’s and
Business Organization Stakeholders

American Chemistry Council
A iation of Equi M s
ion for Manuf; ing Technology
ASTM International
Automotive Industry Action Group

E'V'en More
Silos

Bureau of National Affairs

The Business Roundtable

Consumer Electronics Association

G vzt Brd A s

Gas Appliance Manuf; A o
International Safety Equipment Association

IPC - Association Connecting Electronics Industries
MNati 1A iation of M facturers

National Electrical Manufact A iati

National Petrochemical & Refi Associati
NSF, International
Rubber Manuf

s A

The Soap and Detergent Association

Society of Automobile Engineers (SAE)

The Society of Plastics Industry

Synthetic Organic Chemicals Manufacturers Association (SOCMA)
United States Chamber of Commerce

United States Council for International Business

ooooddo0d0oo0O0o oo C 0000000 Oo00o
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Observations: Lessons Learned

O US manufacturing continues to react
Organized in silos

O Silos
Impose massive cost on the supply chain due to non-
common approaches
Do not allow the US to come together for proactive
approaches

O Other nations seem to have a more collaborative approach

to regulation (Asia Pacific region)

Regulators work with industry years in advance of a
regulation effective date — “WHAT” to do

— Allows industry and scientists time to prepare standards
and other necessary tools / process for the “HOW’

Proposed Structure: National Alliance for
Global Requlatory Issues / Chemicals

We must first cut through the silos............

U A true public — private partnership is needed
0 Government needs to provide seed money that provides the
underlying foundation for needed collaborative efforts

O We envision the Alliance being funded through a mix of
private and public sector support. In addition to government
funding, interested stakeholders can choose different levels

of participation

10
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VlSlOﬂ: National Alliance for Global
Regulatory Issues / Chemicals

Marry
Policy &

Science

Government,
Fed /State

Consultants
Ed / Training

Trade Assn’s
Suppliers

Scientific / Technical Challenges

O Define and close the gap of the EU Precautionary Principle
with the US risk based approach?

O Life cycle assessment tools & processes to include
- energy use
eco-tox
— health & safety
-etc....
O Integrate above knowledge with existing systems, e.g
CAS numbers
O Develop new concept of “self declaration with validation’
Must have blind testing / means of verification

Across entire life cycle

1"
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Long Term Actions

O Identify and act on opportunities for ongoing coordination,
harmonization and partnering

U Build upon existing linkages with bilateral, regional and

international standards and compliance organizations to

address chemical controls on a global scale

Promote migration from “list-based” regulations towards a

“risk-based” approach to life cycle assessment

Promote the use of voluntary standards and compliance
programs as solutions to regulatory controls

Develop a materials selection process that encompasses EHS
impacts of finished products

Develop a strategy to proactively inject science and technology
into policy deliberations at the federal and state regulatory
levels, and in bilateral and regional forums, while ensuring a
proper balance between business needs and EHS concerns

O 0O 0O O

Summary

U There is no one-size-fits-all approach to managing
chemical issues
U There is a need for

— An institutionalized collaborative network that functions across
sectors and national borders

Cross-industry communication
— Communication up and down the supply chain

— Enhanced private and public-sector collaboration

The development of proactive approaches to addressing
immediate (e.g., REACH implementation) and long-term concerns
(e.g., future product life cycle and supply chain restrictions)

12




We need a mindset change.

NEMC 2008

Conclusion

The significant problems we face
cannot be solved at the same level
of thinking we were at when we

created them.
— Albert Einstein

We must work together to inject science into policy.

13
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REACH Compliance for North American-Based
Manufacturers: What is a “Proportionate” Response?

AL Guikema

Tetra Tech

710 Awvis Drive

Ann Arbor, MI 48108
734-213-4003

Ay quikemaftetratech com

ABSTRACT

The REACH regnlation imposes legal obligations on EU-based companies, with no such
requirements for non-ETU7 companies. However, the complexities of global supply chains mean
that legal requirements on EU customers translate into market-based obligations on their non-EU
suppliers.

Many EU customers are asking their non-EU suppliers to perform REACH registrations for
them, via the use of an Only Representative. In addition, customers throughout the world are
requiring their suppliers to report the presence of REACH Candidate List substances (ak.a.
SVHCs) m the products that they sell to their customers.

What 15 an appropriate response for a non-EU manufacturer when faced with the new realities of
EEACH? Ignoring customer requests for support on REACH compliance is not an option;
action 1s imperative for any supplier who wishes to participate m global commerce. But what
actions are necessary? s it overlall to survey the entire supply cham and require material confent
disclosure from evervone? How about implementing a testing program for all products? Can
you get by just quickly surveying vour supply chain and leaving the heavy lifting up to vour EU-
based customers?

This talk will discuss the merits of different approaches and strategies for addressing REACH for
North American-based manufacturers.

NEMGC 2008
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.- REACH Compliance for North
American-based Manufacturers

NEMC
August 2008

Arnold J. Guikema
Tetra Tech
reach@tetratech.com

TETRATECH

Agenda

= REACH Legal Requirements
= REACH Requirements — A laundry list
= REACH Requirements for Substances and Preparations
= REACH Requirements for Articles

» REACH Market Requirements
= REACH-ing outside of the EU
= Selling inte a supply chain
= Buying out of a supply chain

= Case study: End of Life Vehicles Directive

TETRATECH

15
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REACH Requirements -
A Laundry List

= REGISTRATION

= NOTIFICATION

= AUTHORIZATION

= RESTRICTION

= CLASSIFICATION & LABELING

= SAFETY DATA SHEETS

= CHEMICAL SAFETY REPORTS

= COMMUNICATION

= RISK MANAGEMENT MEASURES

.“t % 5

REACH Requirements for
Substances and Preparations

.“t % 5

REGISTRATION

= For a substance or preparation:

IF the substance or substance in a preparation is
imported or manufactured in the EU,

= AND the substance (note: substance does not need
to be an SVHC, this applies to any non-exempt
substance) amounts to greater than 1 metric ton per
year

= AND there are no applicable exemptions that can be
applied

THEN the substance must be registered with the EU
Chemicals Agency.

Ref: Article 7.1 of the REACH Regulation

16
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e REACH Requirements for
@ Articles

REGISTRATION

= Forasubstance in an Article:
IF the article is imported or produced in the EU,

= AND the substance (note: substance does not need to be an
SVHC, this applies to any non-exempt substance) amounts to
greater than 1 metric ton per year

= AND the substance is intentionally released under normal or
reasonably foreseeable conditions of use

= AND there are no applicable exemptions that can be applied

THEN the substance must be registered with the EU Chemicals
Agency.

Ref. Article 7.1 of the REACH Regulation

TETRATECH

REACH Requirements for
G Articles (cont’d)

NOTIFICATION
= For asubstance in an Article:
IF the article is imported or produced in the EU,
= AND the substance is a SVHC (substance of very high concern)

= AND the substance is present in a wt/wt concentration in the
article at greater than 0.1%

= AND the substance amounts to greater than 1 metric ton per
year

= AND exposure to humans or to the environment cannot be
excluded

THEN the substance must be nctified to the EU Chemicals Agency.

Ref. Article 7.2 of the REACH Regulation

TETRATECH

17
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K REACH Requirements for
G Articles (cont’d)

COMMUNICATION

= For a substance in an Article:
IF the article is imported or produced in the EU,

= AND the substance is a SVHC (substance of very
high concern)

= AND the substance is present in a wt/wt
concentration in the article at greater than 0.1%

THEN the substance must be communicated to
recipients and consumers.

Recommendation: Meed to, at a minimurm, know presence of all SVHC's, and know armounts if above 0.1% per article.
For RoHS and for substance vulnerability matters, should know SYHC regardless of threshold
To ensure suppliers are meeting REACH obligations, may be useful to get full disclosure

Ref: Article 33.1-2 of the REACH Regtiation

TETRATECH

Do you manufacture, You may have legal
import, or use product obligations under
in EU? REACH

Do you sell into You may have to

supply chain that 5 support your
imports into EU? customers’ REACH

Do you purchase out Supply of your
of supply chain that substances may be
exports from EU? vulnerable

If all answers were no,
REACH has no direct
impact on you

TETRATECH

18




NEMC 2008

Selling into a Supply Chain

This is an example of

selling into a supply — ——
chain that imports
into EU
Customer A Customer B
USA-based US-based
Customer C Customer D Customer E
Brazil-based EU-based Japan-based

Customer D requirements will be cascaded down to US
MANUFACTURER via tier one supplier (Customer A).

TETRATECH

Buying out of a Supply Chain

Material A Material B Material C
Supplier A Supplier B Supplier C
USA-based China-based EU-based
Waterial D
This is an example of Supplier D
purchasing out of USA-based
Supply chain that Supphefjg[})wectto
exports from EU MANUFACTURER
Us
MANUFACTURER

US MANUFACTURER has a potentially vulnerable Material, since Material C is supplied by an
EU-based supplier. US MANUFACTURER will want to know about substances in Material C and
E whether they are REACH-compliant. You may have to work via Supplier D who has the direct
by contractual relationship with Supplier C.

19
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a2 Case study: End of Life Vehicles
G Directive

= 2000:
= “ELV only applies to 9 automotive OEMs”
= “ELV is only an EU issue”
= “ELV only involves 4 chemicals”

= 2008

= 120,000 users reporting material content for tens
of thousands of companies

= 100% condition for doing business anywhere in
the world for the automotive industry

= Several thousand chemicals require reporting

TETRATECH

Conclusions

= [gnore the myths
= REACH is an EU issue
= REACH is just for chemicals companies

= “Yolunteer” a REACH Champion
= To provide internal competence
= To coordinate cross-functional compliance efforts
= To brief management

= [nventory your SVHCs
= Survey suppliers (both for SVYHCs and for registration intent)
Educate suppliers
Revise terms and conditions
Track SVHCs in database
Prepare for re-design

TETRATECH

20
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REACHing Asia: Recent Trends in Chemical Regulations of
China, Japan and Korea

Paul Beatley
ENHESA

4320 Clearbrook Lane
Eensmgton MD 20885
301-530-1392
pcbienhesa.com

ABSTRACT

Will EUEEACH (Regstration, Evaluation, Authorisation and Restriction of Chemical
substances) influence and change the chemical regulatory systems of Asia, as EU RoHS has
done m China, Japan and Korea? The answer 1s YES. Chma, Japan and Korea ae (or will be)
filling the regulatory gap they see between EEACH and their chemical regulatory systems. With
1ts advanced chemical regulatory system under the Law on the Control of Examination and
Manufacture of Chemical Substances, Japan has established a sound chemical control system. In
order to better control existing chemucals, Japan operates the Japan Challenge Program, which s
a risk assessment program for high production volume (HPV) chemicals, together with 47
compamies and 2 associations since October 2005, Korea is quuckly mcorporating REACH-like
aspects in the Toxic Chemicals Control Act. Pursuant to the proposed Enforcement Ordinance
of 26 February 2008, the Ministry of the Environment would require 9 toxicity studies of new
chemicals by the end of 2008 and 13 toxicity studies by 2011, Some existing chemicals (e 2.
chemicals manufactured over 100 tons per year) would be required to submit data for the hazard
TEVIEW.

Since the enactment of the Measures on the Environmental Management of New Chemical
Substances on 12 September 2003, China has worked hard by issuing series of implementing
measures, .2 Technical Rules on Toxicity Testing of Chemicals of 11 July 2005, Guideline on
Good Laboratory Practices for Chemical Testing of 1 June 2004, Gmideline for Chemical Testing
(HI'T153-2004). However the chemical control svstem m still at its mitial stage.

This presentation will describe the current chemical regulatory systems of EU, China, Japan and
Eorea, analyze how Asian countries deal with the regulatory gap between REACH and their
systems, and discuss how businesses will be forced to deal with this foreseen trend in Asia.

NEMC 2008
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REACHing Asia A 4
“Recent Trends in Chemical .~
-« "Regulations of China, Japan and
— Korea -
_ NEMC 2008
Washmgton DC, 14 August 2008 |

- Paul-Cullen Beatley
W|th DaeYoung Park; Zhang Yun & Ta;yo Saito
' ENHESA AT S

Brussels: Rue du Mail'15 = B-1050 Brussels = Tel +32 2 775 9797 » Fax +32 2 775 9799 » Erjail: . td@enliesa.com
Washington, DC: 4320 Clearbrook Lane = Kensington, MD 20895 » Tel +1 301 530 1392 = Fax +1 301 530 1392 « Email: pch@enhesa.com 2

‘© ENHESA, 2006 Slide 1

Towards a more comprehensive

approach to managing chemical
risks in Asia-Pacific

i "'-Ii'ji'fluence of EU environmental
e Ieglslatlon on the Asia-Pacific region

v 2 Current chemical control systems in:

3 Is there REACH in ASIa S future’> :

‘@ ENHESA, 2006 Slide 2
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EU WEEE & RoHS Directives spurred

similar moves in North Asia

« Primary motivation to protect trade
= japan, however, pursuing recovery & recyclmg
~since early ’90s :
~-— China aiming for leadership role — will not
- merely dance to a European tune
+ ' Key objective: set internationally
applicable standards for hazardous
~ substances in EEE

China wants “...to positively put forward the certification of
international environmental management systems and

environmental labeling of products for the sake of

developing foreign trade.”
- Jiang Zemin

‘@ ENHESA, 2006 Slide 3

Development of Chemicals Control
Legislation in North Asia

Dir. 67/548/EEC TSCA

e . | — & ,
: 5 Méa_sureé on the
1967 1973 Environmental
T c e S -~ Management of New

Cher_'_nical Substances

Toxic C'hgfﬁitgls Control Act

Law on Control of-_Examinz.ttio'n & Manu_facture of
Chemical Substances (CSCL) -

‘© ENHESA, 2006 Slide 4
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Common elements of chemical control

legislation and regulation

* New & existing chemicals risk assessments &
control measures

* Pollutant release & transfer (PRTR) requirements
» Chemical packaging & labeling

» Use and marketing restrictions

» Chemical import & export restrictions

 Safety data sheets

* Occupational exposure limits & worker
protection

‘@ ENHESA, 2006 Slide &

Management of risks from new and

existing chemicals

@ CSCL established system of chemicals classification in 1973

* Hazard-based evaluation of new chemicals & restrictions on
manufacture, import and use of PBTs

+ 1986 amend: risk-based regulation for persistent substances with
long-term toxicity

+ 2003 amend: evaluation & regulation of adverse effects on living
organisms
+  Voluntary HPV assessments under Japan Challenge Program (JCP)
:®. TCCL regulates chemical manufacture and import/ export
+ Requires new chemical notification
+ New chemicals must pass Toxicity Review by MOE

MEMNCS requires new substance toxicity testing and
registration
+ Additional legislation to identify & control hazards proposed

‘@ ENHESA, 2006 Slide 6
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Reporting pollutant releases

{- TCCL requires PRTR reporting
% . 36 industrial cate ories, >50 tpa for 388 substances by 30 Apr
= g P Y P
¢+ Industrial categories include: chemicals, rubber and plastic,
electronics, computers and office appliances, etc.
. mical substance releases to environment and
ransferred as waste must be reported under LRRSCS
+ 23 industrial categories (e.g. metal mining, chemical and allied
products, product testing industries, etc) by 30 June
» employing 21 or more full-time workers and
* handling | ton or more of class-I chemicals per year

+ Reports to Ministry of Health, Labor and Welfare, Ministry of
Environment or the Ministry of Economy, Trade and Industry

\_-\ﬁChina has no PRTR as yet
VAT May 2007 Circular on First Pollution Source Survey Plan provides
for government to collect information on pollutant discharges

‘© ENHESA, 2006 Slide 7

Chemical packaging and labeling

requirements

All three countries are moving forward with adopting

GHS
@ KR: Standards on Labeling of Chemicals based on GHS (KS M

1609:2006) — but no regulatory reference!

@® |P: several instruments implement GHS
» Circular on Labeling of Class-2 Specific Chemicals of the CSCL in
accordance with Globally Harmonized System, 12 January 2007
* Japanese Industrial Standards on the Labeling of Chemicals based on the
Globally Harmonized System (]IS Z 7251:2006)

* Public Notice on Marking in accordance with Article 57, Section |,
Paragraph 2 of Industrial Safety and Health Law of 20 October 2006

- CN: 26 Standards on Classification, Precautionary Labeling and
Precautionary Statements of Chemicals in force from | January 2008

‘@ ENHESA, 2006 Slide &
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Proposed labels for new GHS
health hazard symbol (2002)

OO
QOOPR &
& OPRD

Respiratory-Hazard

‘@ ENHESA, 2006 Slide 9

Chemical use and marketing,

import/export restrictions

\__E'“’ In China, imports/exports of banned or strictly restricted
~ chemicals require registration certificate and clearance
notification
« #Manufacturing and use of Class | & 2 substances in Japan requires
&=° permits and notifications respectively
e Ko.rean Entities pro.ducing, importing, selling, transporting or
s~ using severely restricted or banned substances must have a
? permit
* All three countries:
. Have banned or restrict PCBs, asbestos, etc.
+  Have signed the Chemical Weapon Convention (CWC)
+  Operate PIC for chemical exports
*  Have ratified Stockholm Convention on POPs

‘@ ENHESA, 2006 Slide 10
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Safety Data Sheets

*+ SDSs in all three countries adopt |16 heading format of GHS

I. Identification 9. Physical and chemical

2. Hazard(s) identification properties

3. Composition/information on 10. Stability and reactivity
ingredients I 1. Toxicological information

4. First-aid measures 12. Ecological information

5. Fire-fighting measures 13. Disposal considerations

6. Accidental release measures 14. Transport information

7. Handling and storage I15. Regulatory information

8. Exposure controls/personal 16. Other information.
protection

* SDSs must be provided to customers, workers using hazardous
substances

‘@ ENHESA, 2006 Slide 11

Occupational exposure limits and

protection

+  Korea’s ISHA sets exposure limits on:
- 704 chemical substances, mixtures,
‘__° carcmogens (12 identified, 27 candidates; |7 without exposure limits),
“As well as dusts, noise and high temperatures '
. Ja.pan s ISHL reqmres
"+ Exposure prevention reports for specified substances
+ Biannual workplace‘assessments where solvents are used

* -Guidance for manufacturing or handling carcinogens to take appropriate
measures for the prevention of health hazards to workers

* - . China’s Standards on Occupational Exposure Limit for Hazardous
Agents in the Workplace = Chemical Hazardous Agents (GBZ 2.1 2007)
stipulate exposure limits for

- 339 hazardous substances
- 47 dusts
- » 12 biological agents

» _prescribes the preventive or protective measures

‘@ ENHESA, 2006 Slide 12
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REACH is having an impact on

Asia

»  Currentfocus is to prevent trade dlsruptlons to chemlcals and

products

* Some tentatlve moves to implement REACH-like measures
. "-}apan s'Kashinho Working Group influenced by REACH ideas

=~ Korea to require 9 toxicity studies of new chemicals by end 2008
~ " and I3 by 2011; other new tests being |mplemented for new
¥ chemicals™

* - Some existing chemicals (HPV >100 tpa) will reqwre data
submlttals for hazard reviews
-+ New Enwronmental Health Act (21 Mar 08) introduces:
* _Risk assessment for control of enwronmental pollutants
/+ Health impact assessments Ay
+ Ban on use of hazardous substances'in toys
= Evaluation of risk of new technologles and materlals

2 Chma least well-equipped to implement REACH-like measures,_
 but experlence with RoHS mlght be instructive...

‘@ ENHESA, 2006 Slide 13

For further information. ..

< W\ enhesa.com
s dp@enhesa.com
|~ * pcb@enhesa.com

‘Thank You! ,

‘@ ENHESA, 2006 Slide 14
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REACH: Reconciling Regulation and Science: Toxicological
Endpoints, Annex VII-X: “Information Requirements™
versus Adaptations and Test Methods

Samantha Gordon
ChemADVISOER, Inc.

811 Camp Horne Foad
Pittsburgh, PA 13237
412-847-2000
sgordon@chemadvisor com

ABSTRACT

One of the many challenges REACH presents remais m the marriage of regulation and science.
With the bulk of “information requirements” and the lack of congruent terms between the
regulatory text, IUCLIDS, and the draft puidance on how to satisfy substance dataset
requirements, vnderstanding which test methods to apply and how to determine where
appropriate adaptations may be made can be quite a daunting task. For toxicological endpoints
m particular, there is an additional overlap in the use of substance dataset information in the
chemical safety assessment and in how this data should be applied to “classification and
labeling”. Further complicating the challenge of compliance to the standard information
requirements for Registration i1s the weighting of the value of test studies in terms of their
compliance to internationally recognized methods. In order to reconcile these nebulous hurdles
and somewhat disparate topics to REACH compliance, a synthesis of the regulation and its
mmplementation will be explored taking info consideration the allowable adaptations to the
mformation requirements and acceptable test methods.

This discussion, wiile linuted to toxicological properties, will enable a more focused
understanding of how data may be used and applied across the spectrum of REEACH

requirements m addition to outlining the appropriate methods from which this data should be
derived.

NEMC 2008

29




NEMC 2008

Software Solutions for Environmental Compliance (RoHS,
WEEE, REACH, ELY)

John Fox

Synapsis Technology

021B Bethlehem Pike; P.O. Box 747
Springhouse, PA 19477
267-T08-0027
jfox@synapsistech.com

ABSTRACT

Fegulations like FoHS and REACH, which restrict the use of certam substances in products,
present an enormous data management challenge for global manufacturers, particularly those
with complex products and supply chains. As regulations and restricted substance lists
proliferate, these manufacturers nmst now understand and manage the chenucal makeup of their
products, and m tum the chemical makeup of all the supplier parts and materials they purchase.
Leading manufacturers have adopted systematic approaches to collecting and managing this
chemical data - both the data provided by their suppliers in the form of a chemical specification
and the supporting test data. Their approaches help determine what components and materials
get tested, how often, and what tests are required. This presentation will examine these
approaches, the business goals that drive them and their implications for the supply cham.

NEMC 2008
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o
Synapsis
/ TECHNOLOGY, INC.

Meeting the Testing and Data Management Challenges
of EU Chemical Regulations (RoHS, WEEE, ELV, REACH)

John Fox
Synapsis Technology
jfox@synapsistech.com

echnology, Inc. Ervironmental Measurement Symposium | Washington, BC |

Recent Headlines

= “Yendor admits to RoHS misconduct”
- EE Times

"  “Lead Paint Prompts Mattel to Recall 967,000 Toys”
- New York Times

il

" “Jobs Announces a ‘Greener Apple
- Wired Magazine

"  “Reebok paying record $1M fine for recalled lead bracelets”
- USA Today

® “Greenpeace confirms hazardous materials in game consoles”
- TGDaily

®  “Wal-mart Raises Bar on Toy-Safety Standards”
- Wall Street Journal
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More regulations = More complexity

Complexity

Increasing Complexity... sl

(ReacH)

Korea RoHS RRR
WEEE California RoHS

ELV EU RoHS China RoHS Japan RoHS

Mumber of Regulations

Trend: More substances in scope

200
180
160
140
120
100

80

60

20

Restricted Substances

ELV

RoHS JIGA&B
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The Challenge of REACH SVHCs

Superset /
Full Disclosure

SVHC list
(2008)

SVHC list
(2010)

SVHC list
(Customer 3)

SVHC list
(Customer 2)

SVHC list
(2012)

SVHC list
(Customer 1)

What’s in your product?
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Beyond “compliance” - Supply chain ripple

effects

“Don't use substance X~

Substance I _ ] Manufacturer
Supplier Manufacturer |——» Manufacturer Manufacturer {OEM)

Substance P T B
Siippiier Manufacturer | Manufacture Manufactur
Supplier [icroteciiton Manufacturer ferte ey

Substance [ el O | e TR
Supplier Manifacturer Manufacturer Manufacturer |

Substance X becomes costy,

hard to get, or unavailable

Caught in the middle

Indirect Impacts Direct Impacts
=Supply chain =Customer requirements
ripple effects =Regulatory

requirements

Manufacturer

Il
ll
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Key data management capabilities of best-in-
class manufacturers

Get the data

(from your suppliers)

* Avoid duplication of
effort

* Use industry standard
collection
forms/formats

* Request data that will
fulfill long term goals
(i.e. full disclosure)

* Enable systematic
testing and supplier
audits

Maturity model

Managethe data

(analysis and action)

* Store and master data
centrally

* Relate data to products
(e.g. amount
used, concentrations)

* Analyze dynamically (as
products, parts and
SVHC lists change)

Reactive

Sharethe data

(internally & externally)

* Internal - share data
across functional
departments

* External - produce
source data to fulfill all
reporting requirements

» External - support
various discloser levels

Best

Maturity

Company = “We're exempt

* One customer

Approach addresses

i |
Approach / for now” reguest at a time :._;l c::st::smer
Characteristics * After-the-fact q
compliance ®= Build compliance
« Functional silos into standard BPs
» Chemical risk
Supporting * None » Certificates or letters * Inform suppliers of
Data from suppliers. key substances and

= Yes/No data relative to
fixed SVHC lists

= “Did you register what
you need to?”

35
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A balanced approach

Test Results Specification

Specification
specification

Specification

Software Solution — Synapsis Technology’s
EMARS™

Suppliers

IJ:

Analysis and Program
analysis /

reports it o

Supplier 2 o, . IF
*Environmental Data
. «Compliance |
Supplier 3 Standards* —
*Exemptions Product
analysis

Risk as-
sesemert |

J
T

Material
Part Info Cantert

Declaration
(Item Master) et |

Loas—

Supplier
Supplier 1 communication EMARS

Supplier n

Product Info
(BOMSs)

*Supported compliance standards include EU RoHS, China ReHS, WEEE, ELV, REACH and more
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Data Model / Compliance Checker™

Product/Sub-assembly:

Capacitor Resistor

Company Parts:

Supplier Parts: Jﬂf I__—I ﬁ
Envi tal — —
{subsrance] Barar ] _J ?

Software makes supplier data collection and

validation fast and easy

% Supplier Parts Reported*

/ 40.00%
/ 30.00%
/ i
__/ 10.00%

-~ X

1 2 3 4 5 B 7 -] # 10 11 12 13 14 16 18
Week

% Reported

*Results achieved by an EMARS customer collecting full chemical content, REACH data.
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Conclusions

= Regulations and restricted substance lists are proliferating
= Governments
= NGOs
* Industry reaction

= Manufacturers are under increasing pressure to better understand —and
manage —the chemical makeup of their products — and all the supplier
parts and materials they purchase.

= Best-in-class manufacturers use systematic approaches that enable them
to
= Manage risk associated with targeted or “black listed” substances
= Balance declaration and testing/audit processes — and lower costs
= Take advantage of industry standard data formats and protocols
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EPA Effort to Reduce or Eliminate the Use of Mercury-
Filled Non-Fever Thermometers for Test Methods and

Regulations

Hiroshori Dodohara and Bebecca Woods
EPA OPPTS

1200 Pemnsylvania Ave.

Washington, DC 20460

202-566-1277

dodohara hiroshori@epa. gov

ABSTRACT

EPA and the Environmental Council of the States’ (ECOS) Quicksilver Caucus are working together
to develop a collaborative strategy to reduce the use of non-fever mercury-filled thermometers in
mdustrial and laboratery settings. A few states became aware of this 1ssue when taking steps to
require the phase-out of the sale of these thermometers. Some of the state labs allow manufacturers
to apply for an exemption. In reviewmg these exemption applications, states have found many uses
of thermometers by mdustry and laboratornies are integral to American Society of Testing and
Materials (ASTM) standards, and vsers that need to meet those standards are imited m their ability
to use non-mercury alternatives. As a result, EPA is working with the States, ASTM, NIST, and
other organizations to jointly deternune where non-mercury measuring devices can be used instead
of mercury thermometers i laboratory settings and how to promote the use of non-mercury liquad-
m-glass thermometers.

ASTM is currently evaluating its more than 800 standards that refer to mercury to determine if
amendments to the standards can be made to allow for the use of non-hazardous liquid-filled
thermometers. EPA has undertaken a review of its own regulations for standards and test methods
that may require mercurv-filled thermometers, EPA believes that changes in these test methods and
regulations. where possible, could reduce the demand for mercury-in-glass thermometers.

At the meeting, EPA will present information on the status of ASTM's and EPA"s evaluation of
standards and test methods, and the steps taken to identify barriers to the use of alternative types of
thermometers used in laboratory settmgs.

NEMC 2008
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EPA’s Water Laboratory Alliance

Anand Mudambi

USEFA

1200 Pennsvivania Ave. WW MC 4608T
Washington, DC 20460

202-564-2817

mudambi anand@epa.gov

ABSTRACT

The Water Laboratory Alliance (WLA) 1s an initiative led by EPA’s Water Security Division
(WD) i1 response to Homeland Security Presidential Directrve @ (HSPD @), EPA’s WLA 15
working with the water sector to infegrate existing laboratory networks (e.g, EPA’s

vironmental Response Laboratory Network (ERLIN) and the Centers for Disease Conftrol and
Prevention’s (CDC’s) Laboratory Fesponse Wetwork (LEIN)) mn order to respond to drmking
water emergencies.

Implementation of the WLA 15 being approached through a three phase process: 1) development
of program. 2) mitial implementation of program, and 3) final implementation of program.
Phase 1 of the WLA implementation was to evaluate existing laboratory programs and develop
an approach. Phase 2 of the WLA mnplementation is to work with the regions and establish
WLA networks in each region via Regional Laboratory Eesponse Plans. Phase 3 of the WLA
mplementation 15 to integrate the regional networks into a nationally consistent program  Phase
1 of the WLA implementation is complete and the WLA is currently in phase 2 of working with
the regions to establish regional WLA networks.

The regional WLA networks are based on Regional Laboratory Response Plans (RLEPs), which
are nutually agreed-upon approaches that describe how multiple laboratories may work together
during a response to a drnking water mncident. The RLEPs are currently under development
through a four phase process: 1) development of a genernic template; 2) facilitated meetings in
each region among the EPA regional laboratory, state environmental and public health
laboratories, and major water utility laboratories to customize the generic template info region-
specific plans; 3) table top exercises to test the region-specific plans; and 4) functional exercises
mvolving unknown sample analysis across multiple laboratories in order to test the remonal
networks.

The second phase of the RLEP project was completed in March 2007 and the third phase of the
ELEP project was completed in August 2007, These meetings demonstrated a significant
mterest from the state laboratory and drinking water utility participants in the effort. Kev areas
of discussion at the facilitated meetings mcluded analvtical method selection, acceptable and/or
necessary quality control during emergency response, and data reporting and transfer. The same
groups were mvolved i the table top exercises that were designed to test and evaluate each
Fegional Laboratory Response Plan. The fourth phase 15 currently underway with functional
exercises completed in some EPA regions.

NEMC 2008 1
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Concurrent to the development of the regional networks, known gaps m environmental
laboratory capability are being addressed through analytical method validation and
mplementzation of methods for non-regulated contaminants of mterest to the water sector.

This presentation will provide a brief WLA background and provide an update on WLA
mplementation activities.

NEMC 2008
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Features of an Active and Effective Protective Program -
Real World Application

Marc Santora

USEPA OGWDW

1200 Pennsvivania Ave NW MC 4608T
Washington, DC 20460

202-564-1597

santora marc@epa.gov

ABSTRACT

A secure drinking water and wastewater infrastructure (water sector) is crifical to protecting
public health and ensuring public confidence. The TS, Environmental Protection Agency’s
(EPA’s) Office of Ground Water and Drinking Water (OGWDW) is promoting Active and
Effectrve Protective Program features (basic elements) for utility owners and operators to
consider as they develop all-hazard approaches for guaranteeing continuity of service and
enhancing overall preparedness. The ten features of an Active and Effectrve Security Program
capture the water sector’s post Hurnicane Katrina emphasis on “all-hazards™ preparedness; and
establish explicit alignment with the Water Sector-Specific Plan for Critical Infrastructure
Protection (Water Sector SSP) prepared in response to National Infrastructure Protection Plan
(WIPP) requirements. Protective activities address the physical, cvber, and hnman elements of
prevention, detection, response to, and recovery from an all-hazard event. The key features are
based on an mtegrated approach that incorporates a combination of public involvement and
awareness, parmerships, and physical, chemical, operational, and design controls to merease
overall program performance. These features serve as a frmmework utilities can use to design
mdividual preparedness programs based on specific nisk concems.

The EPA OGWDW set out to document preparedness practices used by drinking water and
wastewater utilities through a unigue case study in the State of Washington's Seattle-King
County community. Many practices illustrate the benefits of collaboration between agencies.
For example, water sector collaboration with law enforcement and public safety agencies
enhances local emergency response and improves the effectiveness of regional disaster
preparedness exercises. These collaborative practices can also create a sense of ownership and
responsibility between agencies and lead to faster response times, foster trust among local
emergency responders, and create a more efficient working environment during an emergency.
Ultimately, actrve participation by the water sector in collaborative practices enables traditional
first responders to recoguize water utilities as an essenfial team member in emergency
preparedness planning and a partner in first response.

Another benefit of promoting active and effective security practices is that employees well-
trained i disaster response are able to analyze their systems and recognize opporfunities to
mmprove operations on a daily basis. Preparedness traiming for emplovees also benefits the
broader commumity because the better people understand their role i an emergency; the better
able they are to handle the response. In addition, worker safety often unproves when utilities
update their policies to conform to new security and preparedness practices.

NEMC 2008
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The EPA OGWDW 15 currently working on a new pilot project m Chicago. Ilhnoss, partnering
with U5, EPA Eegion 5 and the Chicago Manufacturing Center’s Great Lakes Partnership
Program. The Chicago pilot project demonstrates how to maxinmize resource efficiency through
a collaborative public-private partnership to ensure business continuity and water sector
preparedness. Federal and state agencies can learn from the important preparedness and business
resiliency practices and public-private parinerships documented in these studies.

NEMC 2008 2
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EPA

United States

o

Environmental Protection
Agency

Features of an Active and Effective
Protective Program — Real World
Application

Laura Flynn
USEPA Office of Ground Water and Drinking Water
Water Security Division

National Environmental Monitoring Conference
August 11, 2008
Washington, DC

EPA Overview

United States

o

Environmental Protection
Agency

» Basic Concepts

+ 10 Features of an Active and Effective Protective

Program
« Importance IR s e
e
» Application

.

E =
PROTEICTED
: WATER S0URCE
» Conclusions -
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wEPA Basic Concepts

United States

Environmental Protection
Agency

+ Implementing Active and Effective Protective Programs can
provide multiple benefits that support:
— Improved core water quality and emergency response programs
— Enhanced protection of critical infrastructures/key resources (CI/KR)

» |dentifying and clearly articulating multiple benefits can:

— Help states and other water sector partners secure resources, and
support, for improved core and protective programs

— Prepare coordinators and managers to assist labs in creating a
secure and resilient infrastructure

— Help maximize resources and reduce redundancies i

wEPA 10 Key Features

United States

Environmental Protection
Agency

© |Integrate protective attitude into @ Incorporate resiliency concepts
organizational culture, into physical infrastructure
leadership, and daily operations

@ Prepare and test business

@ |dentify and support protective continuity plans
program priorities, resources,
and utility-specific measures ® Develop partnerships with first
responders, managers of critical
© Employ protocols for detection of interdependent infrastructure,
contamination utilities, and response

organizations

© Assess risks and review

vulnerability assessments (VAS) © Develop and implement internal
and external communication
strategies

© Establish facility and information
access control

® Monitor incidents and threat-
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wEPA Importance

United States
Environmental Protection
Agency

Implementing active and effective protective programs:

+ Fosters development of holistic security culture and asset
management system

» |ncreases awareness of criticality of water infrastructure to
emergency response and incident management, as well as to
private sector:

— Lab analysis
— Manufacturing and food processing
— Healthcare

+ Improves information exchange across interdependent sectors
and services :

+ Provides additional justification to officials to support
enhancements to aging infrastructure

wEPA Application

United States
Environmental Protection
Agency

Seattie-King County, WA Case Study goals:

= Document current active and effective security, and emergency practices, related
to a community’s water sector

«  Serve as mode! for other communities:
— Provide information and examples
— Nofintended to serve as guidance

g

Basic Methodology:
« Established Guidance Team of local agencies from multiple sectors

* Conducted meetings with individual utilities to collect information on water
security practices

= Hosted workshop with utilities and collaborative agencies

= Met with local elected officials to strengthen support for security and
preparedness

*  Produced final report to document practices 5
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<EPA Key Findings

Agency
+ Key findings:

— Parthership is essential:
> Right people at the table
= Trust in crucial

— Think long term:
> Improvements are incremental
> Maintain momentum

— SBecure support from leadership
> Educate officials and decision makers

— Think holistically:
> ldentify and overcome barriers
> Seek collaboration from other agencies
> Pursue collaborative programs and multiple benefits

+ Example practices:
— Mutual aid and assistance agreements
— Conducting disaster exercises and training on security

eeeee 8 HEL e TS,

wEPA Program Benefits

United States
Environmental Protection
Agency

* Improve business resiliency and continuity of daily operations

» Develop/use tools that enhance opportunities for cross-
governmental, cross-sector: ~
— Communication
— Coordination
— Collaboration

»  Build upon existing networks of emergency management
officials, private-sector and their advocacy groups, and others
with an interest in infrastructure protection

» Share technology, and other resources, that facilitate better
management and flow of information
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wEPA  Examples of Available Tools

United States
Environmental Protection
Agency

= Tools already available to support voluntary water protective programs:
— Mutual aid and assistance agreements
- Water/Wastewater Agency Response Networks (WARNS)
— Response Protocol Toolboxes

— On-line and in-person water preparedness and emergency
management training and webcasts

» Other tools will be available soon:
— Seattle-King County, WA report on best water protection practices

— "How To” manual for communities wanting to replicate
“Chicagoland” model of connecting water preparedness with
business resiliency

G SBATTLE.GOV - ?,.

King County

wEPA Conclusions

United States
Environmental Protection
Agency

= |nstituting active and effective protective programs does more than
protect the water infrastructure, communities derive many benefits

= Programs are voluntary efforts by utilities,
and the communities they serve, to foster a
more protective environment

= Utilities and communities can choose to
implement the features that best meet their
individual needs and/or build upon existing efforts in the community

« Using active and effective programs to leverage “non-traditional” water
sector partners, can provide better, cheaper, and faster protection of
water infrastructure and other key resources

10
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<EPA For More Information

Active and Effective Protective
Programs and Features

Laura Flynn:

202-564-4611
or

Lauren Wisniewski:

202-564-2918

11
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Chicagoland Water and Wastewater Preparedness and
Business Resiliency Pilot

Laura Flynn

USEPA OGWDW

1200 Pemnsylvania Ave NW MC 4608T
Washington, DC 20460

202-564-4811

flyon laura@epa. gov

ABSTRACT

The U.S. Environmental Protection Agency’s (EPA’s) Office of Ground Water and Drinking
Water (OGWDW) is partnering with U5 EPA Region 5 and the Chicago Manufacturing
Center’s Great Lakes Partnership Program on a new water security pilot project in the
Chicagoland area. Phase I of the pilot was initiated through the Chicagoland Water and
Wastewater Preparedness and Business Eesiliency Summut held November 28, 2007, in Chicago,
Ilinois.

From a national perspective, one critical output of the pilot partnership is to create a
methodology (“How To™ manual), available in mid-2008, for other communities to use in
replicating the pilot concept on their own. The pilot supports homeland security efforts related
to: critical infrastructure protection; preparedness, response, and recovery; and,
comnmnication/mformation sharing Industry representatrves who participated in the Summit
wdentified conmections to WaterSense and Green Suppliers Network programs. Comununities
need a variety of tools to enhance their state of water emergency preparedness; the pilot
mplemented m Chicago offers a2 methodology that commmmities can use to protect the water
mfrastructure.

The Chicago pilot is especially useful in raising awareness m the private sector, where most
water preparedness assets are held. and offers a collaborative public-private path forward that
can be tailored to the individual needs of each conmmmnity. Having the opporiumuty to share thus
concept with the broad audience present at the National Environmental Monitoring Conference
(MWEMC) wall facilitate dizlogue and networking opportunities among other agencies and the
regulated comnmmity to promote this methodology and proactively enhance preparedness and
business resiliency across all environmental programs.

NEMC 2008

51




o

o

NEMC 2008

EPA

United States

Environmental Protection
Agency

Chicagoland
Water and Wastewater Preparedness
and Business Resiliency Pilot

USEPA Office of Ground Water and Drinking Water
Water Security Division

National Environmental Monitoring Conference
August 11, 2008
Washington, DC

EPA

United States

Environmental Protection
Agency

Chicagoland Pilot draws together concepts
of drinking water and wastewater
preparedness with business resiliency and
sustainability

Long-term goal is to promote adoption
of concept in other communities.
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wEPA Initial Concept

United States

Environmental Protection
Agency

» Chicagoland Pilot builds off Seattle-King County Case
Study partnership efforts

» Seattle was very successful...but prohibitively
expensive to replicate

* Initial plan for Chicagoland Pilot was to replicate
Seattle...but do things better, cheaper, faster

Instead we created a very different pilot

wEPA Seattle-King County Case Study

United States

Environmental Protection
Agency
Goals:

»  Document current active and effective security and emergency practices related to a
community’s water sector

«  Serve as modef for other communities
—  Provide information and examples
—  Maofintended to serve as guidance

Basic Methodology
«  Established Guidance Team of local agencies from multiple sectors
+  Conducted meetings with individual utilities to collect information on water security practices

+  Hosted workshop with utilities and collaborative agencies

*  Met with local elected officials to strengthen support for security and preparedness

*  Produced final report to document best practices

@) SEATTLE.GOV ?

53




NEMC 2008

wEPA Chicagoland Pilot

United States

Environmental Protection
Agency

*  Builds upon Seattle-King County basic methodology, but expands to include:
— Much stronger public-private partnership
— Active involvement in multiple local departments including:
= Drinking water and wastewater utilities
> Emergency management
> Environment

*  Process inverted to begin with a large summit on drinking water
and wastewater preparedness

= Links drinking water and wastewater preparedness to business resiliency and
continuity

* Places less emphasis on documenting preparedness practices than Seattle-King
County, WA

+ Places greater emphasis on establishing long-standing relationships and on-
going dialogue between public and private sectors

+ Future phases are currently under discussion and may include a community-
based, water-related demonstration project or cyber-exercise

<EPA Goals

nited States

Environmental Protection
Agency

« Promote a better understanding of public and private sector
interdependencies in Chicagoland:

— Foster fuller understanding of potential impacts of water
infrastructure loss on business resiliency and continuity

— Identify resources needed to respond, and recover from, a water
emergency

= Build regional capacity by establishing a continuing water emergency
preparedness network that draws upon collective public and private:

— Knowledge
— Resources

= Help Chicagoland prepare for future water events by using afl-hazards
approach that enables community to respond to water incidents in most
effective/efficient manner possible
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wEPA Planning Partners

United States

Environmental Protection
Agency

* |n addition to the Water Security Division (WSD), USEPA Region 5, and the
Chicago Manufacturing Center (CMC), other planning partners include:
— Local:
= City of Chicago Departments of Water Management and Environment
= City of Chicago Office of Emergency Management and Communications
> Metropolitan VWater Reclamation District of Greater Chicago

— State:
= lllinois Environmental Protection Agency

— US Department of Homeland Security:
= National Cyber Exercises Program
> Federal Emergency Management Agency Region 5
> Protective Security Advisors

— US Department of Commerce, National Institute of Standards and Technology's
Manufacturing Extension Partnership Program

— James Lee Witt Associates

— America’s Second Harvest

wEPA First Step...Stakeholder Summit

United States

Environmental Protection
Agency
+  Attendees:
— 100+ senior-level officials representing:
> Public and private sectors
= Drinking water and wastewater utilities

> Large-scale users {(e.g., manufacturers, pharmaceutical companies, banking
industry)

* Panels Included:
— State and Local Government Perspectives on Interdependencies and the Value of
Water Infrastructure
— Building a Business Case for Private Sector Involvement in Water Preparedness

*  Town Hall Meeting:
— Keynote Address by Ben Grumbles, USEPA Assistant Administrator for Water
— Panel: Theory and Real World Practice of Water Emergency Response

» Facilitated Breakout Group Discussions:
— Coming Full Circle — Ensuring Business Resiliency

+ Joint announcement of on-going efforts
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wEPA Tools

United States
Environmental Protection
Agency

* Tools already available include:
— Mutual aid and assistance agreements
— Regional Lab Response Protocols
— Water Lab Alliance
— Water Security Initiative
— Green Suppliers Network
- WaterSense
— Lean and green manufacturing techniqu &
— Enhanced back-up systems EPA
— Supply chain management WaterSense
— Emergency communication networks

= Tools in development:
— “How-To” manual for replicating pilot concept
— Chicagofand Summit findings and recommendations
— Seattle-King County, Washington Community Case Study report

i
s

17 |

wEPA Next Steps

United States
Environmental Protection
Agency

+ USEPA Region 5, Planning Partners, and WSD activities:

— Focus on education, exercises, and redundancy

— Target workshop for local medical community

— Consult with local emergency planning committees

— Integrate water sector into local community response exercises

— Consider development of additional pilot

— Consider development of a national meeting

— Develop and implement outreach strategy to promote
replication of pilot concept and lessons learned
from previous pilots

Hospital |
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wEPA For More Information

United States

Environmental Protection
Agency

Chicagoland Water and Wastewater Preparedness
and Business Resiliency Pilot

Laura Flynn:
202-564-1597
Oor
Lauren Wisniewski:

202-564-2918

11
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Methods for Extractable Nonvolatile Compounds Analyzed
by Liquid Chromatography/Mass Spectrometry for
Environmental Restoration Following Homeland Security
Events

Lawrence Zintek
UUSEPA Eegion 5

536 8. Clark St.. MS 10
Chicago, IL. 60603
312-880-2925

zintek lawrence@epa.gov

ABSTRACT

The 11.5. EPA needs standardized methods for qualitative and quantitative deternunation of
target analytes of concern during enviremmental restoration.  This presentation will demonstrate
four quick and robust liquid chromatography tandem mass spectrometry (LOMSMS) methods
for detecting and quantifying a series of extractable nonvolatile compounds, mcluding some
degradation products of chemical warfare agents. These methods focus specifically on analyzing
organophosphonic acids, carbamates, ethanolamines and thiodiglycols in water samples,
targeting risk levels provided by NHSRC. EPA’s National Homeland Security Research Center
(NHSE.C) is currently validating these four draft procedures in reagent and environmental water
samples. The US EPA Region 5 laboratory is concurrently developing analytical methods for
the detection of these analvtes in soil and wipes.
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Quantification of Toxins in Drinking Water using EPA
Method 6800 and ESI-TOF-MS

Gregory M. Zinn, Rebecca L. Wagner, Sara M. Kallop, G. M. Mizanur Rahman and H.M.
Skip Kingston; Department of Chenstry and Biochemistry, Duquesne University, 600 Forbes
Ave ; 308 Mellon Hall, Pittsburgh, PA 15282, zmng@dug edu

John Kern; Department of Mathematics and Computer Science, Duguesne University, 600
Forbes Ave. ; 308 Mellon Hall, Pittsburgh, PA 13282,

ABSTRACT

Many toxins are available and transported in large quantities due fo the large volumes which they
are used i commen industrial processes. Included among these toxins are small molecules
{sodmm azide and potassiom cyamde) and pesticides { glvphosate and malathion). These
compounds are extremely toxic and, as a result, are of great concem due to their potential for the
mmplementation in a terrorist attack and their adverse effects on human health. These toxins are
quantifiable m drinking water using 1sotope dilution electrospray ionization-time of flight-mass
spectrometry (ID-ESI-TOF-MS) i both positive and negative mode following EPA Method
6800. Sample clean up and preconcentration methods are evaluated for further analysis of the
analytes on ESI-TOF-MS. The unique quantification method for these analvtes of isotope
dilution mass spectrometry (IDMS) vields an mstantaneous measurement using direct
mathematical solutions without a calibration curve. This method makes analysis faster,
quantifiable and reduces the chance for false positive and false negative data. The sample
preparation along with quantification 15 a newly developed technique for field analysis bemg
coordmated with the United States Adir Force and Duguesne University for use in Homeland
Defense. The protocols used in these analyvses will be demonstrated for these toxins and general
application to other toxins.
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Water Sector Mutual Aid and Assistance: Utilities Helping
Utilities

John Whitler; USEPA OGWDW, 1200 Pennsvlvania Ave NW MC 4608T, Washington, DC
20460, 202-364-1929; whitler john@epa.gov

Bradley Armstrong

Computer Sciences Corporation

ABSTRACT

The events of 9/11, Huwmicanes Katnna and Fita m 2005, and severe flooding in Wew England
and the Midwest in 2007 show the need for water and wastewater systems to share resources to
overcome disasters occurring at 2 local or regional level The Water Sector’s professional
associations, with support from US. Environmental Protection Agency (EPA), are working to
encourage local utilities m every State to establish intrastate mmtual aid and assistance
agreements between both drinking water and wastewater utilities. These agreements, formally
known as Water/Wastewater Agency Eesponse Networks (WARN), embrace a utility-driven
model to facilitate an effective and efficient flow of personnel and resources during an
EMETTENCY.

The mission of WARN is to provide expedited access to specialized resources needed to respond
to and recover from natural and uman-caused events that disrupt public and private drnking
water and wastewater utilities. By adopting the WAERN approach to nmitual aid and assistance,
drinkig water and wastewater utilities in each state are able to sign a single agreement covermg
1ssues such as indenmification, workers” compensation, and reimbursement. Unlike existing
statewide mutual aid agreements, WARIN membership i1s open to both public and private utilities.
WARN helps utilities reduce the typical response “gap™ between local agreements and activation
of statewide agreements, as it does not require an emergency declaration prior to activation. Due
to the outstanding support EPA and the American Water Works Association (AWWA) provided
to this grassroots, utility-driven effort, the International Association of Emergency Managers
(TAEM) awarded them the 2006 “Partners in Preparedness™ award. The agreement implemented
by WAEN is recogmzed as a “Model Agreement”™ by the U.S. Department of Homeland
Security/Federal Emergency Management Agency National Integration Center Incident
Management Svstems Division. The number of statewide agreements has more than tripled in
the past vear, leading to a better prepared and more resilient Water Sector.

INTRODUCTION — WHAT IS A WARN?

With increasing frequency, large scale emergencies and natural disasters are placing critical
mfrastructures to the test. These events have demonstrated the need for water and wastewater
systems to be able to work together to overcome the impacts of the disasters. In response to
these challenges, water utilities have begun to develop intrastate, mutual aid and assistance
networks formally known as WARN—Water Wastewater Agency Response Networks. By
adopting the WARN approach to mutual aid and assistance, water utilities benefit from the
abality of utilities to share equipment, personnel, and other resources required to respond
promptly and effectively to any crisis that overwhelms local utility resources. Thus, WARN

NEMC 2008 1

60




NEMC 2008

networks fill a critical early response function before government aid or personnel become
available.

The mitial focus of WARN has been to create infrastate networks that enhance utility
preparedness and resiliency within each state. An emerging objective of the WARN program is
to promote the establishment of interstate mutnal aid and assistance agreements to share
resources across state lines using existing mechanisms, such as the Emergency Management
Assistance Compact (EMAC) or other mechanisms. The WARN concept supports a number of
emergency preparedness mitiatives m the United States mcluding:

s National Incident Management System (NIMS) (U5, Department of Homeland Security
(DHS), 2007,
National Response Framework (INEF) (DHS, 2008),

e National Infrastructure Protection Plan (INIPP) and (DHS, 2007), and

e  Water Sector-Specific Plan (DHS and EPA. 2007).

HISTORY OF THE WARN PROGRAM

The first WARN was created in the state of California in 1992 Followmg four hurricanes in
2004, utilities m Florida created the second WAEINN i 2005, Based on the experniences of these
states and programs developed in simular industries, a white paper titled “Utilities Helping
Utilities: An Action Plan for Mutual Aid and Assistance Networlks for Water and Wastewater
Utilities™ was developed to provide a proven process for establishing future WARNs, The white
paper outlined ten key steps to success:

Step 1. Identify interest in starting a program.

Step 2. Form an Initial Leadership Team (ILT).

Step 3. Prepare a kickoff session.

Step 4. Establish a Steering Committee.

Step 3. Identify a mission for the program and goals for the Steering Comumittee.
Step 6. Defermune need to use State regions.

Step 7. Identify muitual aid and assistance activation criteria.

Step 8. Draft an agreement (including mformation on steps 4, 6, and 7).

Step 9. Create facilitation tools.

Step 10. Mamtam the program.

Figure 1 shows the progress of the 30 states of the United States toward implementing WAR
programs. As of Febmary 2008, 21 states have fully established WARN programs while
additional WARN= are expected to be in place before the end of 2008,
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Figure 1. WARN Status: June 2008
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DISCUSSION

Benefits of WARN Programs

A WAERN provides numerous benefits for its participating water and wastewater utilities and for
the commumities that they serve:

Expedited access to specialized resources

Improved planning and coordination

Consistency with the National Incident Management System (MIMS)

Operation with voluntary participation

There is no cost to participate

Control of resources by member utilities {they can recall'retrieve them at any tune)

Fulfillment of federal Wational Incident Management Svstem (NIMS) requirements

through pre-disaster agreements

Eeduced dependence on government aid

¢ Inclusion of legal mechanisms i the agreement that address member mdemmnification,
workers” compensation, and reimbursement

»  Activation prior to an emergency declaration (unlike traditional statewide muinal

aid/assistance agreements, WARN requires no declaration of a local emergency)
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Fioure 2. Intrastate Water Sector Mutual Aid/ Assistance Process

Water
Emergency
Occurs

Utility
responds

WATER UTILITY:

- Assesses impact of emergency

- Determines if resources are sufficient

- Deploys available resources

- Identifies need for mutual aid/assistance

Mutual Response Water/Wastewater Statewide Mutual Aid
Agresments with Agency Response Agreament

lecal/neighbor Network (WARN) for all resources
utilitias {access to public and {law, fire, medical,
{per agreement) private signatory utilities) public works, etc.)

Organized and facilitated Organized and managed

at county, state region at county, state region
and statewide level and statewide,

WARN does not require a declaration and indudes both public and private utilities.

The WARN/Mutual Aid/Assistance Activation Process

Activation of a WAERXN or a sirmlar local or state-wide nurtual aid agreement 15 a simple process.
As Figure 2 shows, upon identification of an emergency, a water utility gauges the seriousness of
the event and determines if it needs to call upon outside resources. If outside support 15 required,
the utility—afier first deploving its own resources—identifies which tvpe of mutual aid 1s
needed, and available. The utility actrvates the appropriate mutual aid agreement (local‘neighbor
utility agreement, WAEN, or a statewide mutual aid agreement).

NEMC 2008
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Support and recognition for WARN

In the United States, the WARN approach has succeeded due to the widespread and contimued
support provided by water industry associations and federal government agencies, such as EPA

On Febmaary 15, 2006, eight major water imndustry associations representing the water sector
signed a Jomt Policy Statement on Mutual Aid and Assistance Networls., titled Liilities Helping
Liilities, which endorsed the associations’ commitment to encourage members to establish
mitrastate mutual aid and assistance networks (AWWA 2006). The signatory associations were:

Association of Metropolitan Water Agencies (AMWA)

American Water Worles Association (AWWA)

Association of State and Interstate Water Pollution Control Administrators (ASTWPCA)
Association of State Drinking Water Administrators (ASDWA)

National Association of Clean Water Agencies (NACWA)

National Association of Water Companies (NAWC)

National Rural Water Association (INEWA)

Water Environment Federation (WEF)

EPA provided a grant to AWWA m which representatives from all 50 states and the District of
Columbia were mvited to attend workshops focused on what WARN 15, how 1t has been used in
the past, and WARN enhancements planned for the future. EPA also has provided support to
mdrvidual states:

*  TFunding from the States and Tribal Grants (STAG) Program furthered the development
of a WARN in both Florida and Pennsylvana
EPA contractor support enabled creation of WARN Web sites for Georgia and Lowisiana
o FPA facilitation support benefited WARN planning meetings in a muumber of states, as
well as the varions workshops sponsored by AWWA.

The WAEN program has recetved recognition on the national. regional, and state level:
2006 International Association of Emergency Managers “Partners in Preparedness™ Award

e 2008 EPA Region 1 Environmental Merit Award to all 6 states in New England WAEN
PrOgrams
e 2008 Oregon Emergency Management Award for Partnership

WARN Sample Operational Plan

EPA 15 developing a sample Mutual Aid/Assistance Operational Plan to help utilities develop
procedures for activating and implementing formal, signed WARN agreements. The sample plan
outlines critical operating procedures and provides step-byv-step instructions for creating new, or
mproving existing procedures. The sample operational plan also provides instructions for
mtegrating WARN member utilities into WARN operations before, during, and after a water
EVent or eMmMergency.
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Tabletop Exercises

One of EPA’s most recent WARN support initiatives is the development of tabletop exercises
that enable WARN members to practice implementing the WARIN agreement. The purpose of
these exercises 1s to practice using WARN features such as activation protocols, response
activities, and coordmation with state and local emergency management agencies, state primacy
{regulatory) agencies, and other agencies. In addition, the tabletop exercises will enable
participating utilities and agencies to define more precisely and realistically their roles and
responsibilities. At the most fundamental level the exercises also provide a forum for
participants to wdentify missions for WARN and goals for WARN steenng committees.

EPA is developing the exercise content based on needs identified by current WAFRIN member
utilities. The exercises will be scenario-based, and include participant and facilitator guides. An
mifial exercise was conducted with Florida WARN (FlaWAERN) to test out the materials. The
Exercise Design Team responsible for developmg the scenario was able to quickly and easily
modify EPA’s sample materials to develop a hrmicane scenario for this exercise. Several
participants commented that it was the best exercise they had ever attended in their careers. EPA
plans to support additional tabletop exercises for both well-established and newly-forming
WARNs once the materials are finalized.

Bevond State-Level Response: Interstate Mutual Aid/EMAC

As the WARN concept has taken hold, its design and implementation have continued to evolve.
Utilities in states located in close proximity to one another geographically are inferested in
expanding the water utility muiual aid and assistance concept across state lines to create
mterstate mutual aid agreements. One option for sharing resources across state lines 15 EMAC—
the Emergency Management Assistance Compact. Managed by the National Emergency
Management Agency (NEMA), EMAC is the only mutual aid program ratified by the TS,
Congress to which all 50 states and the District of Colnmbia are members. Smce EMAC
requires a formal emergency declaration, many utilities are interested m developing WARN to
WAFRN agreements. An understanding of state laws that govern interstate sharing of resources is
currently being evaluated to determine how this concept could be mnplemented.

CONCLUSIONS

In response to threats from natural disasters and human-caused events, the water sector in the
United States has partnered to adopt muival aid concepts that enable effective ntual aid and
assistance programs to operate within states and even across state lines. Partnering with mdustry
associations and local state and federal government agencies, uvtilities have used the WABRN
program to establish muitual aid networks within many states. In addition, states have begun
using the WARN approach to outline the framework for mterstate ntual aid programs. TS
EPA 15 fully committed to the WARN concept, and 15 supporting the development of WARN
through extensive outreach, facilitation, and technical support.

For additional information on WARN, visit the WARN mformation Web site
{wwrw NationaWARN . org), or contact John Whitler of U.S. EPA (whitler. john@epa.gov).
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Defending Drinking Water Supply Syvstems — An Active and
Efficient Preventative System to Evade Sabotage of Drinking
Water Supplies

Isaac Brenner' and Moti Ro&euberg!,

Baven Environmental Security Systems. 10 9 Dishon Street, Malkha, Jerusalem. 960536, ISEAET.
Tel 972-(072-6797-235 FAX 972-(0)2-6797-145, Mobile 972-(0)544-424-403 e-mail:
BEENNER@GMATL .COM. 2:1 Brosh Street, Kefar Saba, 44382, ISEAEL Tel 972- (0)32-4200928
FAX 972 — (009-T7669450 e-mail: motiros@netvision net.il

ABSTRACT

The world-wide toxicological threat by terrorism and eriminal actions on water supplies for human
consumption has several severe technical and security challenges. The perpetual threat on drinking
water storage facilities constitutes a potential hazard in the free world since 9/11. As a result of terror
threats and anti-terrorism actions, large efforts are being invested to prevent attacks on society.

Water resources are prone to attack using mintmum resources and can result in large-scale fatalities
due to toxification. Moreover, the possibility of contaminating and damaging drinking water supplies
using semi-toxic agents (that do not result in large fatalities) and inflicting human casualties by anti-
government activists as part of a fanatical cbjection should also be taken into account.

Az a consequence of the wide distribution of water storage facilities their protection by security
organizations responsible for drinking water safety is an arduous task. Because the number and
specttum of toxicological agents are very large and time is a crueial factor, preventative monitoring
of drinking water supplies using chemical, bio and physical sensors is a very large undertaking
requiring huge financial and human resources. Accordingly, the successful achievement of this
wvndertaking using “analytical” strategies is a matter of prediction.

In this presentation we will describe active approaches featuring focl-proof innovated devices and
versatile customized sensor and alerting systems guaranteeing water storage facility safety. EAVEN-
PEOTACT and RAVEN-OREN water defense strategies eliminate the need to monttor water quality
on line using various analytical methods and devices for identification of innumerable types of
chemical and biclogical toxicants.

Prohibited terrorist intrusion will result in immediate flagging of security authorities and immediate
shut down of flow by innovated valves thereby preventing flow of contaminated water down the
conduits to public wtilities for consumption.

After threats have been positively detected, alerts given and water flow has been terminated, the
contaminated and hazardous water in the storage or processing facilities can be then be analyzed in

an attempt to detect toxic substances. The BAVEN-PROTACT and EAVEN-OREN systems are
effective with and without these analytical procedures.
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FEAVEN ENVIEONMENTAL SECURITY TECHNOLOGIES - PROTACT and RAVEN-OREN
water defense systems also include customized risk assessment, threat evaluation and vulnerability
analysis of the possible course of terrorist actions taking into consideration local resources, site
characteristics, counter actions and security requirements resulting from various types and level of
threats.

INTRODUCTION

The attacks in North America and other parts of the free-world since 911, transformed terrorism into
a threat that can severely agitate the public, create cracks in the sense of personal security and
compromise the power of deterrence exercised by states victimized by terrorism. Unconventional
terror threats in the hands of terror-sponscring states or various movements and organizations and
mternal criminal acts, constitute a grave potential threat of far-reaching implications in terms of the
potential cansality toll and regquired response. Tetrorist activities in various parts of the wosld are
mcreasing at an alarming rate and according to anti-tervorist experts. will increase at a sharper rate.
Fanatic terrorist crganizations are contimmonsly striving to attack impeortant infrastructure facilities
that provide essential services to the civil population and consequently cause immense and
irreparable damage to property and human lives.

A eritical threat 15 utilization of lethal chemicals and bielogical combat and/or radiclogical materdals.
This threat can materialize through a wide variety of possible scenarios and 13 mostly addressed by
thwarting attacks, deterrence, and preparedness for immediate response to an incident aimed at
containing it to a small area and minimizing damages.

Az a result of terror threats and anti-terrorism actions, large effosts are invested to prevent attacks on
society. However, water resources are prone to attack using minimum resources. Moreover, the
possibility of contaminating and damaging drinking water supplies usmg semi-toxic agents (that do
not result in large fatalities) and inflicting human casvalties by anti-goverument activists as part of a
fanatical objection should also be taken into account. As a consequence of the wide distribution of
storage and supply, water protection by environmental and security organizations responsible for
drinking water safety is an arduous task.

A drinking water storage facility i3 a prime target for such attacks. At the present time_ water storage
facilities are defended mainly by post event and not by preventative measures. Because the number
and spectrum of toxicelogical agents are very large and time is a crucial factor, preventative
monitoring of drinking water supplies using chemical, bio and physical sensors is a very large
undertaking requiring lmge financial and human resources. Among the scientific community, a wide
range of chemical and physical sensors have been proposed to determine the presence of primary
toxicants in water supplies. However, the successful achievement of this undertaking using real-time
“analytical” strategies is a matter of prediction. Moreover, there are innumerable obscure and poorly
defined biclogical agents and chemical compounds that can be infroduced easily into a city and
suburban drinking water supply. In certain cases even very small concentrations of a lethal agent will
canse massive loss of life or injury. Consequently. at the present time, these hi-tech devices can only
be deploved after terrorist contamination has oceurred. Thus, i is clear that there 45 an urgent need
for effective and cost saving solutions to defend water supplies and protect communities against this
global hostile threat.
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The world-wide toxicological threat by terrorism and criminal actions on water supplies for public
consumption and in food and pharmaceuticals industries has several severe technical and security
challenges. The aim of attacking drinking water and drinliing water facilities s to cause very large
health threats and disruption of water supply to the public. Among the various scenarios of terrorist
attacks against drinking water storage facilities and pools include the following possible scenarios:
a. Breaching facilities using car bombs and other explosive devices, to be detonated adjacent to
the water facility and its structure.
b. Perpetration of an armed or vnarmed attack targeting the main water pipe carryving water out
of the facility.
c. Compromising drinking water quality by breaching the water storage facility and introducing
highly toxic reagents by unconventional means by injecting the reagents into the water pool
through an overhead opening. Injection mto the water pipe.

CHARACTERISTICS OF STORAGE FACILITIES

In most areas of the world, water for domestic, recreational and medical-pharmaceutical nses i3
stored in local storage containers that vary substantially in volume from 500- 10000 m” (e.g.. susface
cement tanks, concrete and steel water towers, plastic tanks on roofs). Storage facilities are also
emploved in purification plants. These containers, constructed of concrete, Ferro alloys and plastic,
ve the following characteristics: Sealed water storage tanks, input pipes from principal sources
such pumping stations, boosters and treatment plants and cutlet pipes to consumers. As a result of
the geographic location of these containers (e.g., sole source to secured users or sowce to large
communities in urban and alse in isolated distriets), every storage facility has unique characteristics
requiring risk and security assessment, and individual operational sohutions for design of 1its defense
ystem.

These containers can be divided into two groups:

a. Large storage facilities supplying water to suburbs, housing centers, etc.

b. Storage tanks amounting to located on roofs of high rise buildings that supply water for

drinking, bathing and recreation.

In both cases at present, these containers can be characterized as follows:
a. They are closed
b. A pipe is installed to rejuvenate water that iz being continuously consumed. These water
mtroduction systems do not possess exterior of interior valves
c. A delivery pipe exits from the container without valves
d. All these containers usually have a locked cover, which allows access mostly from the top.
for water testing and maintenance (cleanup, water conditioning, etc).

Inn this presentation we will describe the EAVEN active approach featuring fool proof innovated

valve devices, a collecting system and versatile customized sensor and alerting systems guaranteeing
water storage facility safety. Several aspects of risk assessment will be addressed.

TECHNICAL DESCRIPTIONS OF DEFENSE SYSTEMS

In general prohibited intrusion and other belligerent actions in the immediate area of the water
storage facilifies or the containers, aimed at infroducing hazardous substances into the water, must be
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an active system that will result in prompt alerting of security authorities that an incursion has taken
place and that water flow down the conduits to public utilities has ceased.

Figure 1. Typical Drinking Water Distribution System (From Reference 2)
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RAVEN-PROTACT VALVE-BASED SYSTEM

The patented Raven-PROTACTE water defense system consists of several subcomponents:

Control valve

The EAVEN-PROTACTE valve-based system (illustrated in Figores 2 and 3) 15 based on a fool-
proof valve mnstalled on the delivery pipes of the facility (Figure 4). Immediately on prohibited
mtrusion to the storage facility, this valve device shuts down resulting in prompt cessation and
prevention of contaminated drinking water flowing down the conduits to public utilities for
consumption with resultant fatalities or at the best injury to the consumer. Moreover, illegitimate
manipulaticns of the valve alse results in instantanecus termination of water flow from the water
storage system.

The wvalve actuator is located in the center of the valve (Figure 2), surrounded by water flow, and
cannot be accessed from the outside (in contrast to other valves, where the actuator 15 located outside
the valve body and thewr operation chambers are exposed to bypass attempts).
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Fizgure 2. RAVEN-PROTACT valve.

AVET R ST R

Control system

The electronic cperation system controlling the valve fiunstions is located in a secured stainless steel

box. Any attempt of sabotage or vandalism will automatically close the valve. The electronie
system 1s connected to the valve module by voltage and communication wires that if disconnected,

will cause the valve to close, with no possibility
of bypassing.

Figure 3. Configuration of 6, 16 " valve

[ | - |
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Figure 4. RAVEN-PROTACT valve system installed at the exit of a
drinking water storage tank

RAVEN-OREN WATER DEFENSE SYSTEM

The EAVEN-OREN device is based on a concealed (to the hostile invader) customized, water
supply protection system that protects and prevents direct contact between the contents of the water
storage it and exterior hostile and lethal materials via an several internal protection layers. Le.,
installed inside the storage container (Figure 4). The external appearance of the protection layer of
the storage unit does not reveal the "collection” unit thus creating a misleading visnal image of
multiple openings to the actual storage wmit.

When the encroacher gains access to the container. removes the cover and introduces a toxic
contaminant, into the storage umit, he "believes" that the water storage system has been
"contaminated" with the lethal substance. In reality the toxicant has not reached the water but has
been collected in the RAVEN-OREN system to be physically disposed from the system

In comparison to the RAVEN-PROTACT system, which protects the perimeter and prevents water
flow to the consumer, the EAVEN-OREN device is designed to protect the actual volume of the

water storage facility.
Figure 4. The FAVEN-OREN device is based on a concealed water supply protection system that
protects and prevents direct contact between the contents of the water storage unit and exterior

hostile and lethal materials via several internal protection layers. Le | installed inside the storage
container
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ALERTING SYSTEM AND SENSORS

In order to construct an effective alerting system associated with the valve and the in-tank device,
the consumer should constructs possible access routes (vehicular, pedestrian, directions of
approach) to the water storage facility and anticipate methods that could be used to insest the
toxicant into the drinking water system. In both systems, incursion is detected and relayed via
various security sensors, video and phote detection devices and automatic locks.

In the PAVEN-PROTACT system, selection of sensors and detector technologies configured in the
alerting system controlling the valve device, takes into consideration the type of water storage
facility, number and type of indications, and optimum integration of technological comunand and
control systems needed to defend the facility. The extent of alerting defenzes also depends on risk
assessment, specific threats, belligerent actions and wtimidations.

Asin the case of the EAVEN-PROTACT system, intrusion in the RAVEN-OREN system is
monitored by the so-called DEKEL electronic monitoring and control system that constantly
monitors the internal protection layver. On intrision into the storage container. the system transmits a
signal to the communication and menitoring module notifying security officials and environmental
officials that the liguid storage unit has been tampered with and that safety valves on the supply
conduits have been activated.

The DEEEL alerting system can be installed in all pipes varying in diameter from 1" to 24", Before
installation the device is cocked and calibrated to the required sensstivity and set according to the
direction of the liguid flow. The device can be activated mechanically and/or by a remote electronic

NEMC 2008 7
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signal. Vibrations caused by exterior tampering of the pipe will alsc activate the device. Once
activated the Dekel will automatically seal off the pipe and ferminate flow.

RISK ASSESSMENT

An essential part of the water defense strategy, is risk assessment. In general, it is essential to
petform threat analysis and risk assessment of possible scenarios that could be pursued by various
terrorist organizations in order to construct an efficient deterrence plan to evade sabotage of drinking
water supplies.

Faven Water defense systems includes customized risk assessment, threat evaluations and
vulnerability analysis of the possible course of terrorist actions taking into consideration local
resources, site characteristics, counter actions and security requirements resulting from various types
and level of threats.

After a detailed study is made of the water system operation, points of vulnerability and failure in the
existing security deployvment, four levels of risk are defined in accordance with the following
geographical and potential threat scenarios

a. Proximity to problematic areas

b. Geographical location of the water storage facility (1solated, enclosed, community secured)

c. Supplying water to nationally and publicly sensitive sites

Three levels of threat are defined: A — Highest threat level (lugh-prionty protection), B — Moderate
threat level C — Relatively low threat level

CONCLUSIONS

The threat by terrorist and from criminal vandalism on water supplies is of major concern.
Deviation of water quality due to these actions result not only in health threats and fatalities but
also in a tremendouws loss of national resources

If toxicants are positively identified, then the EAVEN-PROTACT and the EAVEN-OREN
systems are indispensable for immediate termination of water flow to the consumer.

In both systems, the hostile itruder will be unaware that a water defense system exists and is
unable to identify their presence.

FEAVEN-PROTACT and FAVEN-OREN strategies eliminate the need to monitor water
quality on line using various time consuming analytical methods and devices for identification
of innumerable types of chemieal and biclogical toxicants.

In both devices, after threats have been positively detected, alerts given and water flow to the
consumer has been terminated, the contaminated and hazardous water can then be analyzed in
an attempt to detect toxic substances. The both systems are effective with and without these
analytical procedures.

However, if various analytical devices for on-line identification of innumerable types of
chemical and biclogical toxicants in drinking water are installed and implemented on drinking
water storage systems, there is no guarantee that these will be identified.

Detection sensors able to secure the perimeter of site and access to the specific water storage
facility, can be customized in accordance with local resources, counter actions and security
reguirements resulting from various levels of threats.

NEMC 2008 i
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A RAVEN Water Defense system is a public insurance policy that ensures that the consumer
and the supplier will not be threatened by terrorist and crimmal actions. Providers with this
shield will gain the trust of the public and as a result possesses enhanced reputation that will
provide positive points in marketing and in sales and prevent financial disasters and litigations.
In both cases, deployment of the system reguires top-secret confidentiality and only a limited
amount of people will be able to have the knowledge of its existence at each location.
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Detection and Quantitation of Nano Materials in Water and
Wastewater: An Analytical Methods Review

Edward Askew
LabServe

2052 1557 &t
Muscantine, T4 32761
563-263-3884
efaskew@hotmail com

ABSTRACT

Current focus on nano-material production has revealed that no clear treatment technology 1s in
place for nano-materials in water mfluent or wastewater effluent. The toxicity of nano-matersals
mdicates that aguatic systems may be mmpacted by thus material if the effluent s left untreated.
Conversely, receiving streams for wastewater effluent become source water for water treatment.
The same concermns about toxicity for aquatic systems are now applicable to the water plant’s end
users. Analytical methods for detection of nano-matenials in a water or wastewater mafrix are
needed. A literature review of current research analytical procedures will be presented with the
emphasis on techniques that can be utilized by government, commercial and nunicipal
laboratories.
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Nanoparticle Analytical Analysis

Literature Review of Various Techniques

Dr. Edward F. Askew
LapServe Technical Director

LapBServe

Current Concerns for
POTWs

* Whole Effluent Toxicity (WET)
Plant Toxicity

Treatment Options
— Membrane Filtration
— Chemical Precipitation

Digester Sludge

— 40 CFR 503 Regulations
Industrial Pretreatment
— 40 CFR 403 Regulations

LapBServe
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Nanoparticle Industrial Uses

* Material property modification
— Composites
— Plastics
— Metal castings and extrusions
* Electronics
— Solid state devices
— LED and Plasma Screens
* Paints
» Cosmetics
 Pharmaceuticals

* Diagnostics

LaBServe 3

Industrial Pretreatment

No Categorical Standards exist for
nanoparticles as a specific pollutant.
— Particle formula, size and toxicity.

— Treatment BMP or BET for direct or indirect
dischargers.

— General chemical reactivity for discharge.
» Corrosive, flammable, reactive, color, and
odor
Significant Industry Standards have no
guidance from Regulatory Agencies.

— Impacts on the treatment works or upon the
quality of effluent from the treatment works.

LaBServe 4
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Digester Sludge

* Land Application Requirements in 40
CFR 503 are not adjusted for new
pollutants.

» POTW does NOT want their digester
sludge defined as hazardous under 40
CFR 261.

e NO GUIDANCE for indirect industrial
dischargers
- BMP
- BET

LaBServe 5

Current Concerns for Water
Production Plants

* Source Water Protection from the
POTW Upstream.

* Endocrine Disruptor
* Drug Efficacy

* Treatment Options
- Membrane Filtration
— Ultra Membrane Filtration
— Chemical Precipitation
— Bio-Filter

LaBServe 6
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Current State of Affairs
with Nanomaterials

LapBServe

Whole Effluent Toxicity
C&E News, April 5, 2004

FROM THE ACS MEETING
Buckyballs Damage Bass Brains

uvenile largemouth bass living in aguariums contaminated with 0.5 ppm of nanometer-sized,
J water-soluble Cy; aggregates develop brain damage and other signs of physiological distress,

according to the first toxicity study of engineered nanoparticles in aquatic species. Eva
Oberdorster, a toxicologist at Southern Methodist University, Dallas, who led the study in collabora-
tion with Rice University’s Vicki L. Colvin and Christie M. Sayes, presented the work on March 28 at
the ACS national meeting in Anaheim, Calif.

After 48 hours of exposure, the fish appeared to be fine, swimming about the tank normally.
However, examination of their brains revealed dramatic damage, as measured by lipid peroxida-
tion, Oberdarster found no similar lipid peroxidation in
the fish's livers or gills, but she did observe evidence of
altered gene expression.

Oberddrster isn’t certain how the buckyballs reach the
brain. But she says it could be possible that the particles
travel directly to the brain via the olfactory nerve—a result
that emphasizes the importance of inhalation studies of
engineered nanoparticles in mammals.

While Oberdérster cautions against alarmist interpretations of her results, she expresses con-
cern for industrial workers who may someday come in contact with large amounts of fullerenes.
She says that, along with further research into nanoparticles, scientists “need to assess their toxic-
ity before releasing them willy-nilly into the environment.”—BETHANY HALFORD

s
2
g
3
3
£
5
i

14
LapBServe

81




NEMC 2008

Industrial Secrecy

GROUPSENCOURAGENANOMATERIALSTEWARDSHIP

C&E News, July 21, 2008

Industry trade groups that represent nanotechnology companies are urging their
members to join EPA's voluntary Nanoscale Materials Stewardship Program
(NMSP).

In a joint statement issued on July 14, the American Chemistry Council's
Nanotechnology Panel, the Nano Business Alliance, and the Synthetic Organic
Chemical Manufacturers Association's Nanotechnology Small & Medium
Enterprise Coalition highlighted the importance of the pragram

in helping EPA make informed regulatory decisions about nanomaterials.
"Information collection under the NMSP is a necessary step for EPA to
better understand the potential health and environmental effects of
nanoscale materials and to determine if any regulatory changes are
needed,” the groups wrote. Since EPA launched NMSP in January 2008, only
four companies have provided basic information about their nanotech products.
The agency expects only about a dozen more to do so by the program's July 28
deadline. Initially, EPA expected to receive information from more than 200
firms. If participation in the pro- gram remains weak, the trade groups warn,
EPA is likely to make it mandatory.

LaBServe 8
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' CARBON NANOTUBES
BY THE METRIC TON

Anticipating NEW COMMERCIAL APPLICATIONS,
producers increase capacity
ANN M. THAYER, C&EN HOUSTON
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Analytical Problems

« Nanoparticles are defined by:
— Size
* 1 nm-200 nm
* Metallic, molecular, atomic
— Shape
* Spherical
* Prismatic
* Rods
— Surface Treatment
* Uncapped
* Capped
* None of these characteristics are defined by
Standard Methods tests

LaBServe 11

Nanoparticle Terms

* Phonon: A quantum of vibrational or
sound energy in a crystal lattice or
solid: often characterized as being
heat energy.

* Plasmon: The quasiparticle resulting
from the quantization of oscillations
from phonons.

LaBServe 12
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Nanoparticle Physics (cont.)

* More recently surface plasmons have
been used to control colors of
materials.

» This is possible since controlling the
material's surface shape controls the
types of surface plasmons that can
couple to it and propagate across it.
This in turn controls the interaction of
light with the surface.

LaBServe 13

Detection Physics

LaBServe 14
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Nanoparticle bond vibration
interactions with probe source.

Scattering phenomenon of probe
energy.

Molecular orbital formation.
— Plasmon

Molecular orbital transitions.
— Phonon

Luminescence of excited states.
UV-vis Absorbance.

Electrochemical Redox
— (Reversible or Irreversible)

LaBServe 15

Molecular Vibrations

Asymmetric Vibration

F 3

. .

SymmetricVibration
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Molecular Vibrations

Bend or Scissor Vibration

/'
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Molecular Orbital Formation

—
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Molecular Orbital Formation

d
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Raman Scattering
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Scattering
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Particle Size Raman Influence

Meier (2006)
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Nanomaterial Luminescence
Fel/Zn Ratios 15% to 40%

Jin (2008)
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FIG. 4. (Color online) PL spectra of samples acquired at RT: (a) F/Z-15, (b)
FrZ-20. (c) F/Z-30, and (d) F/Z-40.
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Images of Silica NPs prepared with varying
percentages (3-80%) of APTS and heated at
different temperatures. (B) 300 nm UV illumination
The concentration of NPs is 10 mg/mL in DI water.
Wang (2008)
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UV-vis Absorbance / Luminescence
Choi (20086)
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Electrochemical Redox By CV

Song (2004)

CV of peak * after background
subtraction
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Separation and

Purification Methods

and Technology
LapBServe

Filtration

» Pros

+ Removes course
particles.

+  Works with
particles of all
molecular
formulas.

* Fairly
inexpensive.

+ Concentrates
sample.

LapBServe
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+ Cons
+ Slow lengthy

procedure
requiring manual
preparations.

» Multistep process

that has recovery
errors.

28
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Dialysis

* Pros

» Removes
dissolved salts.

» Works with
particles of all
molecular
formulas.

» Fairly inexpensive.
» Concentrates
sample.

LapBServe

Centrifugation

* Pros

+ Well defined

technique from
biotech.

» Clear gradient
separation.

* Moderate expense
for equipment.

LapBServe

92

Cons

Requires
pretreatment by
filtration or other
process to remove
large solids.

Slow lengthy
procedure
requiring manual
preparations.
Multistep process
that has recovery
errors.

29

Cons
Solvent intensive.

Requires
pretreatment by
filtration or other
process to remove
large solids.
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Size Exclusion

Chromatography

* Pros + Cons

» Well defined * Higher expense
analytical for equipment.
technique. + Requires more

» Can be scaled to
large columns.

» Can be semi-auto

or auto equipment.

LapBServe

R&D for new
analytes.

* Requires
pretreatment by
filtration or other
process to remove
large solids.

3

lon Pair Reverse Phase HPLC

* Pros

» Well defined
analytical
technique.

» Can be scaled to
large columns.

» Can be semi-auto

or auto equipment.

LapBServe
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e Cons

* Higher expense
for equipment.

* Requires more
R&D for new
analytes and lon
Pairs.

* Requires
pretreatment by
filtration or other
process to remove
large solids.
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Examples

Note: None of the following examples
are of water or wastewater
environmental samples

LaBServe 33

Filtration
Cheng (2005)

* Nano-Cg, in DI water cannot be
extracted from its aqueous suspension
with either toluene or benzene.

* When nano-Cg4, was dispersed in
toluene solution, an opaque emulsion
formed and the toluene and water
phases did not separate for 1 week.

* However, addition of an electrolyte,
e.g.,2 wtd NaCl, will precipitate Cg,
from its aqueous dispersion

LaBServe 34
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Filtration

Cheng (2005)

* The resultant nano-C4,suspension was
cooled and was filtered through glass
fiber (1 um nominal pore size,
Fisherbrand, Fisher Scientific.) to
remove larger aggregates.

* To measure nano-Cg, concentration, a
nano-Cgz,sample was filtered with 20
nm Anodisc ® filter membrane.

* The nano-Cz,0on the membrane was
dissolved in toluene and the nano-Cg,
concentration in toluene was
measured spectrophotometrically.

LaBServe 35

The absorption spectra showed clear
C;, characteristic peaks at 336 nm
and 407 nm

Absorbance

200 400 B0 R

Wavelength ( nm)
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Centrifugation and Size Exclusion
Chromatography

Novak (2001)

* bis(p-sulfonatophenyl)phenylphosphine
(BSPP)

* Ligand exchange was accomplished by
adding 1 mg/mL of the disodium BSPP salt
to the nanoparticle array suspension and
stirring for 4 h.

e The water-soluble BSPP-capped
nanoparticle array mixture was
centrifuged in 1M aqueous sucrose
solution.

LaBServe 37

» Density gradient centrifugation was used
to separate particles with different
densities.

» The centrifugation speed was increased
systematically to increase the g force.
Thus, the method used here is a stepwise
g-force density centrifugation.

» The sample was rotated at an initial

* rate of 2500 rpm for 30 min. The rotation
rate was then increased by 500 rpm every
30 min until a final rate of 6000 rpm was
reached.

*» Fractions were collected from the bottom
of the centrifuge tube after each 30 min.
increment.

LaBServe a8
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* Purifying gold nanoparticles by size
exclusion chromatography has the same
complications as centrifugation plus the
additional problem of irreversible
adsorption to the stationary phase.

* This was prevented by using an aqueous
mobile phase containing 40 mM sodium
dodecyl sulfate (SDS) buffer, as described
by Wang and coworkers for purifying metal
nanorods.

*» The size exclusion chromatography
contained a Waters UK6 injector, 590
programmable solvent pump,

LaBServe 39

* and Rainin Dynomax UV-C single
wavelength UV-vis detector set at 525 nm
(A max fOr the single particle plasmon
absorbance).

» A 500- and a 350-A pore diameter silica
microsphere GPC column were mounted in
series (Alltech, Inc.).

* Injection volumes were 25 L for all
samples studied.

LaBServe 40
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— Results
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Figure 4. Chromatogram showing retention times of (a) 10-nm-
diameter gold monomers, (b) 30-nm-diameter gold monomers, and
(c) & 1:1 mixture of 10- and 20-nm-diameter gold moenomers.
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lon Pair Chromatography

Choi (2006)

* Au Monolayer Protected Clusters

» The chromatography was carried out with
a Waters (Milford, MA) instrument
consisting of a model 600 controller pump
capable of gradient elution; a model 2996

._ PDA and a model 2475 multiwavelength

&/ fluorescence detector.

= /|
J 0/ * PDA spectra (1.2 nm resolution) were
- i/ - taken over 250-800 and 280-800 nm for N-
_"“ / — »i?':

acetyl-L-cysteine MPC and tiopronin MPC
eluates, respectively,

LaBServe 42
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*» whereas fluorescence (10-nm resolution)
was monitored respectively at 540-740 and
at 580-780 nm, exciting at 400 nm.

*» The chromatographic column (150 4.6 mm
i.d. stainless steel) was packed with 5-um
C18 bonded silica with 300-A pore size
(BioBasic-18, Thermo Electron Corp.,
Bellefonte, PA).

» The mobile phase contained Bu,N*F-as ion-
pairing reagent, MeOH as organic modifier,
and phosphate buffer.

LaBServe 43

* An aqueous solution of Bu,N*F-and
NaH,PO,/Na,HPO, buffer (total phosphate
concentration 0.050 M, with proportions
giving pH values from 4.5 to 7.5) was mixed
with the desired volume of MeOH to prepare
the mobile phase, which was filtered through
a 0.4-umHTTP Isopore membrane filter
(Millipore, Billerica, MA) and, during
chromatography, sparged with a stream of
He.

» The mobile-phase flow rate was 0.70 mL/ min,
and the column temperature was 23 (£ 1 °C.
The column was pre-equilibrated with at least
40 mL (at 0.70 mL/min) of each mobile-phase
composition.

LaBServe 44
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Separation on the C18 column using a maobile phase {(1:1) MeOH/0.025 M, pH 4.5, phosphate
buffer containing 55 mil [Bu,N*F] (a), pink absorbance chromatogram detected by PDA at
400 nm (offset for clarity) and (b) blue and (c) green, fluorescence detection at 640 and 720
nm, respectively, with excitation at 400 nm.
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Current Problems for
Wastewater and Water

* No current research is published on
general or Standard Methods for
determination of nanoparticles in our
matrix types.

* Toxicity impact of nanoparticles on
aquatic or terrestrial life is not known.

» NO GUIDANCE FROM:

- EPA
— State Agencies

— Consensus Bodies (Standard Methods,
ASTM, etc.)

LaBServe 48
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Suggested Solutions

* Formation of ad hoc group at the 2008
NEMC made up of members:
- EPA

State Agencies

Consensus Bodies

Analytical Laboratories

Instrument Manufacturers, Others.

* Set up process to compile, review and
test methods for nanoparticle analysis
in matrixes of concern.

» Transfer knowledge to regulators

LaBServe 48

Questions

PONT MOVE OR I'LL FILL YOu FULL OF 98% LEAD,

1% ANTIMONY, 0-75% SILVER, 200 PPM NICKEL , WiTH
TRACE. AMOUNTS OF COBALT, AND OTHER. COMPONENTS |
BELOW THER RESPECTIVE DETECHON Limms !/ y

w
-
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B
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by Nick D Kim
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JOATICAL CHEMISTS m THE WILD WEST
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Nanocavity Sensor Array for the Isolation, Detection and
Quantitation of Engineered Nanoparticles

Omovwunmi A. Sadik, Spencer Robins, Sam Mwilu, Ola Habboub; Center for Advanced
Sensors & Environmental Monitoring Department of Chenstryy, State University of New York-
Binghamton (SUNTY), Binghamton, NY 13202-6000; 607-777-4132; osadik@binghamton.edu

ABSTRACT

vironmental nanotechnology—ihe science of engaging matter at the nanoscale level, and 1ts
potential application for “green” chenucal products and processes, risk assessment, remediation,
and exposure studies—offers a variety of new products and problems.’ Although nanotechnology
may change the way we live. but the incidental release of these materials into the environment
creates associated risks that are difficult to monitor than those previously encountered. With thus
emerging technology, one area of specific mterest to the EPA 15 the detection of engmeered
nanematerials (ENMs) that can be accurately assessed and monitored. > The desired technology
should be capable of in-sihy, remote and continuously reflecting the concentrations of these
materials, distimguish them from incidental nanomaterials resulting from combustion, industrial
and anthropogenic sources as well as ultra fine natural materials such as pollen fragments, viral
components, and other particulate matter that could affect human health.

In this presentation, we will describe the development of a nmltiplex, mtegrated capillary
waveguide optical chem/biosensor for direct fixation, and spatial alignment and continuous
monitoring of engineered nanoparticles. This sensor 15 capable of distinguishing between
engineered nanomaterials (e.g. hybrd erganic metal naneparticles), and naturally occurring
nanomaterials (e.g. dead bactenia, living bacteria, spores, viral components, or fung) that may be
present mn the environment.

REFERENCES

1. Sadik OA, Detecting Engineered Nanomaterials, Journal of Environmental Monitoring, 9,
1154, 2007

2. The US. Environmental Protection Agency Nanotechnology White Paper, Science Policy
Council, U 5. Environmental Protection Agency, Washington, DC, February 2007
http:/www epa. govi/osa/ pdfs/nanotech/epa-nanotechnology-whitepaper-0207 . pdf (132 pp.
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3. EPA’s Strategic Plan, http://www epa.gov/ocfo/plan/2006/entire_report pdfiPDF): (b)
Nanotechnology and the Environment, Report of the National Nanotechnology Initiative
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http:/mano. gov/ NN Nanotechnology and the Environment pdf (66 pp, 1.8 MB, about
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