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Disclaimer

Information in this report is derived from a variety of 
references, some of which have been peer-reviewed.  
Mention of trade names or commercial products or 
firms does not constitute endorsement or 
recommendation for use.

The views expressed are those of the 
author/editor/speaker only and do not necessarily 
represent those of the United States or the US EPA.
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Purpose & Objectives
Procedure – Process - People 

 Prepare an SOP and develop a 
training program for electronic 
data packages 
 EPA Strategic Plan 2018-2022.  

Improve efficiency and 
effectiveness (Objective 3.5)

 NARA Strategic Plan 2018-2022. 
Stop accepting analog records 
in 2022. 

 Primary Objective: electronic 
laboratory data packages as the 
original record of final data 
 Streamline the data reporting 

and review  process
 Reduce paper and ink usage



Report Terminology 
Report Type Definition 

Level I Report LIMS report that excludes batch QC 
(i.e. only sample results)

Level II Report LIMS report that includes samples 
results AND batch QC. 

Level III Report Not currently used at ASB.  It is the 
same as a level II report, but also 

includes instrument QC summaries. 
Level IV Report .PDF compiled by the chemist of 

reports & all underlying 
documentation. 



Considerations 

Meets Agency 
legal 

requirements

Software and 
training needs 

Network 
resources

Software 
compatibility 

LIMS, Crystal 
Report, Qualtrax, 

Adobe

Electronic work 
flows, 

precedents

Guidance 
documents and 

Agency directives, 
Regional 

procedures
Accreditation
requirements

Staff input 
Integration of 
automated 
processes



Considerations (con’t)

 ANAB, 2011. Accreditation Requirement: Control and Use of 
Accreditation Symbol. 

 EPA, 2009. Guidance for Labeling Externally Validated Data for 
Superfund Use. Office of Solid Waste and Emergency Response. 

 EPA, 2015. EPA Information Standards: Document Digitization 
Scanning Standards. EPA Classification No. CIO 2155-S-01.0. 
Approval Date: August 4. 

 EPA (2017). DRAFT Information Directive Guidance: Electronic 
Signature Guidance. IT Operations Workgroup (ITOWG) Electronic 
Signature. 

 Adobe® (2017). Electronic and digital signatures in Adobe Sign for 
government. A white paper.



Electronic Data Implementation Team 
Tasks

 Determine:

 Software needs

 Training needs

 Working drive / server 
compatibility

 Data reporting workflow

 Existing models 

 Modify (processes):

 SOPs (e.g. GEN 013, 018, 
data verification SOPs)

 The Quality Mgmt Plan

 Work Instructions (005, 
005A)

 Develop:

 SOP, workflow

 Training 

 Recommendations for 
future steps

August 29, 2017 –
April 1, 2018



Summary of SOP: Electronic 
Data Packages (eLDPs)

 Includes the required components, organization and 
nomenclature

 Includes group specific components and organization 

 Provides guidance on associated tasks such:
 Document digitization 

 Adobe® organization tools

 Electronic and digital signatures

 Network filing 

 Data reporting Qualtrax workflow



Basis of Electronic Data Packages 
(eLDPs)

Disclaimer: Information in this report is derived from a variety of references, some of which have been peer-reviewed.  
Mention of trade names or commercial products or firms does not constitute endorsement or recommendation for use.





User-Friendly Tips for eLDPs

 Consistent order of components and sections
 Section dividers
 Bookmarks (tiered)
 Cumulative page numbers 
 Stamping and other versions of Adobe® 

electronic signatures. 



Document Digitization 
 Scan paper originals

 Ensure appropriate image quality
 Legible (e.g., contrast and 

brightness)?
 Were all pages scanned?
 Proper alignment (Agency 

recommendation is skew<3°)?
 Minimum resolution applied 

(Agency recommendation is 300 
pixels per inch)?

 Paper originals go through reviewer
 Once the Level IV eLDP is reported, 

hardcopies can be recycled. 
 Return COC to client

User-Friendly Tips for eLDPs



Workflows - Processes 

Transmittals to Client 
 Procedure is mostly the 

same as before
 Send D.C. an email with 

ASB deliverables 
(Standard Excel EDD and 
Level I/II report)

 If client requests a level 
IV data package, D.C. 
shares on ASB Sharepoint
site

Data Reporting Workflow 
 An extension of the case 

narrative workflow
 Place the final .PDF in the 

“Data for Transfer to EDMS” 
folder on the network I:Drive. 

 Used to notify the D.C. when 
the level IV eLDP is ready for 
transfer to EDMS

 Includes Qualtrax auto-
notifications 
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Filing Structure Update 

Project

MS

Analysis

Work order

GC A&I

Chemist

Work order

Metals OM

Data for 
Transmittal to 

EDMS



Workflows - Processes 



Archiving Records 

EDMS / Data 
Room

(Officially Filed)

SEMS / FRC
(Archived)

I Drive
(network server)

ECMS / FRC
(Archived)

Superfund work Non-Superfund work



EDMS
Electronic Data Management System



Training

Date Topics

3/6/2018
10:00am

Module 1 (optional)
Printing to PDF

Assembling a PDF from 
multiple files

Organizing pages (insert, 
delete, re-order)

Scanning to PDF, resolution 
settings

Document Digitization 
Verification 

3/8/2018
10:00am

Module 2 (optional)

Basic annotation of a PDF 
(e.g. add text, highlight)

Adding stamps, shapes, strike-
through and additional 

comment tools
Split screen viewing

Bookmarks and pagination

Date Topics

3/13/2018
10:00am

Module 3a (optional)

LIMS signature

Setting up your LIMS and 
adobe signatures

Digital signatures vs. 
electronic signatures

Using stamps as an electronic 
signature version (e.g. 

reviewer checklists)

Module 3b (optional)

Qualtrax workflow

Saving files and network 
structure update

Amended data requests

Module 3c (optional)

Portfolio Demonstration 



How does Region 5 compare? 

Region QC Documents Data Packages COCs

1 Hardcopy Hardcopy Hardcopy 
2 Electronic Electronic Working on it 
3 Hardcopy Hardcopy Hardcopy
4 Hardcopy Hardcopy Hardcopy 
5 Electronic Electronic Working on it 
6 Hardcopy Hardcopy Hardcopy 
7 Electronic Hardcopy Hardcopy 
8 Hardcopy Hardcopy Hardcopy 
9 Electronic Electronic Hardcopy

10 Hardcopy Hardcopy Hardcopy 
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Results

 Standardized process for all analysts to follow when creating data package
 Reduction of errors and missing information 

 Reduction in time processing, reviewing data

 Increase consistency

 Increase time available for sample analysis

 Meeting NARA upcoming requirement for electronic records by 2022
 Modernize

 Streamline preparation, archiving of data packages

 Reduced need for printing devices

 Increase transparency
 Faster FOIA response

 Improve customer service
 Faster access to data



On the Horizon 

 Using LIMS to compile data 
packages

 Using LIMS and or 
SharePoint to send client 
deliverables/notifications 

 SOP Version 2

 Electronic COCs, cloud-
based client surveys



Digitizing Data Deliverables

Thank You!


